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202 22U 1H10 P. 02/03 
U.S. Department of Justice 



Federal Bureau of Investigation 



Washington, DC 20535 



MR. JAYASHRf/ACLU SRIKArJTIAH 

Sufeeo ION ° F N0RTHERN CALIFORNIA 
i63M 



NOV 20 2003 



1663 Ml 
SANF" 



341 03 



Subject; NO FLY LIST 
FOIPANo, 0971462- 001 



Daar Requester; 



The enclosed documents were reviewed under the Freedom oHrrfomiBtton/PriracyActsJFOlPA), Title 5. 
United Stain Code, Section 552/552*, Deletione have been madotOfWiectlnfc^rnBttonv^BhisexemptfrDmdlEclofiiire, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheaf was 
inserted in the file to Incflcete where pages were withheld entirely . Tha eKemptrens used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 



Section S5Z 



■fl»K1) 

mm 



49U.S.C..5H4«rTSA 



D{t.)(7)(A) 
afbXTO) 
■<b)P)(C> 
■(WHO) 

°tb)<7)(F} 

□(QJtSJ 

a{b)(9) 



a<b)(4> 
■(b)(5) 

323 paflefc) were reviewed and fl4 page(c) are being released. 



Section 652a 

000(1) 

°tk)(3) 
a(x)(4) 
a{k)(5) 
Dfr)(6> 
a(k)(7J 



8 Document^) were located whJch originated wilh, or contained information concerning other 
Govemrnantflg*ncyflea)[OGAJ. This information has been 

* referredtotheOQAforpevtewinddlfectrasponsetoyOLi. 

a referred to the OGA for consultation. The FBI will correspond with you reflating this 
information when the consultation Is finished. 

h You have the right to appeal any denials In this release. Appeals should be directed in 
writing to the Co-Director, Office of Information and Privacy, U.S. Department of Justfce Flag 
BoWing, Sulla 370, Washington, D.C. 20530-0001 within sixty days from receipt of this letter 
The envelope and the letter ehoufd be dearly marked "Freedom of information Appeal" or 
"Information Appeal," Please cite the FQIPA number assigned to your request no that tt may be easily 
identified. 

n The enclosed material Is from the main Investigative filefs) in which the subject^) of your request was 
the fooja of the investigation. Our search located additional references, in files relating to other 
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Individuals, or mattera. which may or may not be about your 5UbJect(s). Our experience has shown, 
whfln Went, references usually contain information similar to the information processed In the main flLe(i) 
Because of our significant bacHlog, we have given priority to processing only the main investigative ffle(a). 
If you want the referencos, you must submit a separate request for them In Writing, and they wHE be 
reviewed at a Later date, aa t™ and resources permit 

a See additional information which follows. 



Sincerely yours, 



"^aoi-^ 



David M. Hardy 
Section Chief, 
Record/Information 

Dissemination Section 
Records Management Division 



Enclosure(s} 



TWe i& in further lesponse to your Freedom of Information Act (FOIA) Eequest to FSI Headquarters 
(FBIHQ) and the San Francisco Field Office (SFFO) for information concerning "watch lists- and/or "no fly lists/ 

Endowed are documents located at FBIHQ and SFFO that nave been determined to be responsive to 
your request. These documents have now been processed pursuant to the provisions of the FOIA and air releasable 
information \& enclosed with this letter. 

In addfiofl. several other ttfrd-party government agencies heve been contacted for consultation with 
regard to third -agency-originated Infannetion contained In these documents, end Several documents Originating with 
iNrd-party agencies have been referred foe direct response to you. In particular, the FBI consulted wKh TSA regarding 
forty eight (48) pages erf documents, TSA has advisee 1 that portions of their Information ere exempt from dtoctaure 
pursuant to 5 U-S,C- 9S 552 (b)(2), (b)(3> r (b)(5), (b][6), and (b)(7)(C). Should you desire to appeal the TSA excisions, 
you may write directfy to; 

Patricia M, Riep-Dice 

Associate Director 

Freedorn of Information and Privacy Act Division 

Transportation Security Administration 

Department of Homeland Securrry 

701 South 12th Street, West Tower, lOlh Floor 

Arlington, VA 22202 

The FBI has aJso referred TSA-orlglnated documents to TSA for direct response. These documents 

™ ? PT,? 86 "^ DirBctlVes - BS "*" aa "*» % IW*" 3Dd "selectee lists" which ere eppended to and are a part of 
TSA Security Directives. 

Moreover, twenty five (25) pages Of documents have been referred to the Department of State (DOS) for 
direct response to you. The FBI Is In the process of consulting with DOS with regard to fourteen (14) pages of 
documents. You will be advised of the results of these consultations with DOS upon completion, which the FBI 
anticipates will be completed in the next several days. 

Stab™ winm^TSti S^S!^ (S) pflB ™ ° f doeLjfWlt& nave D"" <B"»™d to the Executive Office for United 
c^Scn Ufcltkm *° ° ther 9°™""™* Wndea. Yuu will be advised of the results of these crjnsuitatans upon 
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FEDERAL BUREAU OF INVESTIGATION 
To: finminai inuj»jHn3^ From: Office of the General Counsel 



Re; 



/23/2002 

b2 



to transportation security. 



Chapter 449 of Title 49, entitled "Security," addresses all aspects of 
aviation security, including: screening passengers and cargo; receiving and evaluating 
threats to aviation; research and development of modem security systems and facilities: 
and regulation of security of foreign carriers and foreign airports that serve passenqers 
bound for the U.5. 

in addition. ATSA grants the Undersecretary permissive (as opposed to 
mandatory) authority to designate federal law enforcement officers (LEOsl and 
empowers these LEOs to exercise standard law enforcement powers when engaged in 
"official duties of the Administration as required to fulfill the responsibilities under 
FATSAJ," These powers include authority to cany firearms, make arrests without warrant 
tor any federal offense committed in their presence or for which they have probable 
cause, and seek and execute federal warra nts for anest or search and seizure of 
evidence. ATSA also requires The Under Secretary to provide guidelines by which to 
exercise these law enforcement powers in consultation with the Attorney General. The 
proposed guidelines have been submitted to the Department of Justice tor review. 

Finally. ATSA continues the Federal Air Marshal (FAM) program (formerly 
part of the Federal Aviation Administration) by authorizing the TSA to deploy FAMs 
aboard aircraft for what are dearly reactive law enforcement functions. 

FBI Statutory Authority 

The FBI's general enabling statute, 28 U.S.C. § 533, grants the agency 

the authonty to investigate any violation of the criminaMaws of the United States, As 
noted previously, 28 U.S.C, § 538 specificaaiy empowers the FBI to investigate the 
primary crimes-aboaid-aircraft violations in Title 49, which are set forth in Chapter 465 
entitled: "Special Aircraft Jurisdiction of the United States." These include Section 
46502, Aircraft piracy; Section 46504, Interference with flight crew members and 
attendants: Section 46505. Carrying a weapon or explosive on an aircraft; Section 
46505 which lists a variety of common law crimes (e.g>, murder, robbery) committed 
within the special aircraft jurisdiction of the United States 1 , and Section 46507, Fatse 
information and threats. Finally, 28 U.S.C.§ 538 also grants the FB! specific 
investigative jurisdiction for the offense listed at 49 U.SX. § 46314, Entering aircraft or 
airport area in violation of security requirements. 

The FBI's general Investigative authority also includes the aviation-related 



1 The special aircrafc Jurisdiction o( Che United States ia defined 
in IB U.S.C. 5 7 <5) as any aircraft belonging in whole Or in part Co thi 
United States or any citizen or corporation thereof while rneh. aircr^t 
ia in (light over U.S. territory or over Che high seas. 
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FEDERAL BUREAU OF INVESTIGATION 
To: Criminal Investigati ve From: Office of the General Counsel 



Re: 



08/23/2002 



b2 



authority for any offense tor which a LEO is granted the powerto arrest, then virtually 
avery federal LEO would have Investigative jurisdiction over every federal felony* 



b5 



Federal Air Marshals 

The Federal Air Marshal (FAM) program is also part of the TSA's statutory 

authority, FAMs, however, are primarily a reactive and a deterrent force whose 

members are LEOs and are armed and placed on selected flights to react to In-fltght 

incidents of air piracy and other violent art* thai threaten ttm interim nf fog fiinht Bn rf 

the lives of those ahnanir 



Analysis 



b5 



the lawful ability Co react promptly and respond appropriately Co a 
report o£ emergent criminal activity without concern lor jurisdictional 
distinctions or civil liability. 
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for. QfJWo3«i3i frti/actinafjun F rom: office Q f the General Counsel 

BUREAU OF INVESTIGATION 



Re 



live from: u 

mm. 



b2 




b = 
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U.S. Department of Justice 






Federal Bureau of Investigation 



Washington DC. 20535 



MR JAYASHRI/ACLU SRIKANTIAH 

ACLU 

FOUNDATION OF NORTHERN CALIFORNIA 

SUITE 460 

1663 MISSION STREET 

SAN FRANCISCO, CA 94103 

-Subject: NO FLY LIST 

FOIPANo. Q9714S2-Q01 

Dear Requester: 

The enclosed documents were reviewed under (he Freedom of Information/Privacy Acts (FQIPA). Title 5, 
United Slates Code, Section 552/552a. Deletions have been made to prelect information which is exempt from disclosure, 
with | he appropriate exemptions noted on Ihe page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on Die enclosed FormQPCA-16a: 





Section 552 




Sectii 


on 552a 


H(b)fl) 






□(b)(7)(A) 




n(d)(5) 


0(b)(2) 






D(bK7KB) 




n(r)(2) 


H(b)(3) 






■WHC) 




□(k)[1) 


49 U.S.C 


5 114 


oer TSA 


B(b)(7)(D) 
B(b)(7)(E) 
0(b)(7)(F) 
0(b)(8) 




D(k)[2) 
n(k](3) 








otk){4J 


0(b)(4) 






°W<5) 


B(b)tS) 






={b)[&> 




D(k)(6) 


H(b)CS) 










□(K)(7) 


323 page 


(s) were reviewed and 94 


page(s) are being released. 







B Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been: 

E reiened to the QGA for review and direct response to you, 

e relerred To the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

h You have the right to appeal any denials in this release. Appeals should be directed in 
wnling to the Co-DireclOr, Office of Information and Privacy, U.S. Department of Justice, Flag 
Building, Suite 570, Washington, D.C. 20530-0001 within sixty days from receipt of this letter. 

The envelope and the letter should be cleariy marted "Freedom of Information Appeal" or 
"Information Appeal." Please cite ihe FOIPA number assigned to your request so that it may be easily 
identified. 

□ The enclosed maierial is from the main investigative file(s) in which thesubject(s)cfycur request was 
the focus of the investigation. Our search located additional references, in files relating To other 
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Individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident. references usually contain Information similar to the information processed in the mam filets). 
Because of our significant backlog, we have given priontyto processing only the main investigative file(s). 
If you want the references, you must submit a separate request lor them in writing, and They will be 
reviewed at a later dale, as time and resources permit. 

a See additional information which follows. 



Sincerely yours, 



^Mi-O, 



David M. Hardy 
Section Chief, 
Record/lnformatio n 

Dissemination Section 
Records Management Division 



Enclosure^} 



This is in further response to your Freedom of Information Act (FOIA) request To FBI Headquarters 

(FBIHQ) and the San Francisco Field Office (5FF0) for information concerning "watch lists" and/or "no Hy lists," 

Enclosed are documents located at FB1HO and SFFO that have been determined to be responsive to 
your request These documents have now been processed pursuant to the provisions of (he FOiAandall releasable 
information is enclosed with this letter 

In addition, several other third-party government agencies have been contacted for consultation with 
regard to third -agency-originated information contained in these documents, and several documents originating with 
third-party agencies have been referred for direct response To you In particular, the FBI consulted with TSA regarding 
forty eight (43) pages of documents. TSA has advised that portions of their information are exempt Irom disclosure 
pursuant To 5 U,S,C. §§ 552 (b)(2), (b)(3). (b)(5), (b)[6), and (b)(7)(C). Should you desire to appeal the TSA excisions, 
you may write directly to: 

Patricia M Riep-Dice 

Associate Director 

Freedom of Information and Privacy Act Division 

Transportation Security Administration 

Department of Homeland Security 

701 South 12 Street, West Tower, 10th Floor 

Arlington. VA 22202 

The FBI has also referred ISA-originated documents to TSA lor direct response. These documenls 
consist of TSA Security Directives, as well as "no fly lists" and "selectee lists" which are appended to and are a part of 
TSA Security Directives. 

Moreover, twenty five (25) pages of documents have been refened to the Department of State (DOS) for 
direct response to you . The FBI is in the process of consulting with DOS with regard to fourteen (14) pages of 
documents. You will be advised of the results of these consultations with DOS upon completion, which the FBI 
anticipates will be completed in the next several days. 

Finally, an additional five (5) pages o' documents have been refenad to the Executive Office for United 
Slates Attorneys (EQ USA) (or direct response to you. and an additional eleven (11) pages of documents have been 
referred far consultation to other government agencies Vqu will be advised of the results of these consultations upon 
completion 
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FEDERAL BUREAU OF INVESTIGATION 

FOIPA 
DELETED PAGE INFORMATION SHEET 

Serial Description - COVER SHEET 12/19/2001 



Total Deleted Page (a) - 3 

Page 3 - b7C 

Page 4 - b7C 

Page 5 - b2> b3 , b7C, b7D 



XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page (a) X 
X No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 
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From: 
To: 
Date: 
Subject 



i b7c 

AviatlDn-Field-30 

Wed. Dec 19, 2001 4:36PM 

FBI Response to FAA Name List - -NEW PROCEDURES 



Airport Agents - Please ensure that this message is forwarded to your supervisors, command post and 



any other a& sonnet who might respond Ig name list matches at airports 






b2 
b7rl 



b2 

b7E 



[ expect questions, so please ask. If something doesn't work as you expected, please let me know, I'ET tr/ 
to do an EC as soon as possible. Out since the list and changes ana "out", I wanted you lo have them as 
soon aa possible. 



SSA 



(fax) 



Civfl Aviation Security Program. Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterteirorism Division 



b2 
b7C 



CC: 



DlC 



ALL INFORMATION CONTAINED 

KEfi£L 

Ml. 



Efi£LH IS UNCLASSIFIED 

ftTE£L^ifl3_DTk£JaQ^ 



c 
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FEDERAL BUREAU OF INVESTIGATION 

FOIPA 
DELETED PAGE INFORMATION SHEET 

Serial Description - COVER SHEET 07/18/2002 



Total Deleted Fagets) ~ 53 

Page 3 - Referral/Direct 

Page 4 ~ Referral/Direct 

Page 5 - Referral/Direct 

Page 6 - Referral/Direct 

Page 7 - Referral/Direct 

Page 11 ~ b2 , b7E 

Page 12 - b2 , b7C, b7E 

Page 13 ~ b2 , b7c, b7E 

Page 14 ~ b2 , b3, b7C, b7E 

Page 15 - bl, b2, b6, b7C, b7E 

Page 16 - bl, b2 , b7C, b7E 

Page 17 ~ b2, b3 , b7C, b7E 

Page 18 - b2, b7C, b7E 

Page 19 - b2 , b5, b7E 

Page 20 - b2 , b5, b7E 

Page 22 ~ b2 per TSA, b3 per TSA, b5 per TSA 

Page 23 - b3 per TSA, b5 per TSA 

Page 24 - b5 per TSA 

Page 25 - b5, b7C 

Page 28 - b5, b7C 

Page 29 ~ b5/ b7C 

Page 30 - b5, b7C 

Page 31 ~ b5, b7C 

Page 32 - b5, b7C 

Page 33 - b5, b7c, b7E 

Page 34 - b2, b5 , b7C 

Page 35 - b2, b5, b?C, b7D, Referral/Consult 

Page 36 - b2, b5, b7C, b7D, b7E, Referral /Consult 

Page 37 - b2 , b5, b7C, b7D, b7E 

Page 38 ~ b2 , b7C, b7D 

Page 39 - b2 , b7C, b7D 

Page 40 - b2 , b5, b7C, b7D, b7E 

Page 41 - b2, b5, b7C, b7E 

Page 42 ~ b5, b7C 

Page 43 - b2 , b5, b7C, b7E 

Page 44 - b2 , b5, b7C 

Page 45 ~ b2 , b5, b7C 

Page 46 - b5, b7C 

Page 47 - b2, b5, b7C, b7D, b7E, Referral/Consult 

Page 43 - bl, b2, b5, b7C, b7D, b7E 

Page 49 - b2, b5, b7C, b7E 

Page 50 - bl, b5, b7C, b7D, Referral/ Consult 

Page 51 - Referral/Direct 

Page 52 - Referral/Direct 



xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Pagefa) X 
X Ko Duplication Fee X 
X for this Paqe X 

XXXX 



x tor tnis ^age 

XXXXXXXXXXXXXXXXXXXXX 
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Page 53 - Referral/Direct 

Page 54 - Referral/Direct 

Page 55 - Referral/Direct 

Page 56 ** Referral/Direct 

Page 57 - Referral/Direct 

Page 58 - b2 , b7C, b7E 

Page 59 - b2 , b7C, b7E 

Page 60 ~ b2 , b5, b7C, b7E 

Page 61 ~ b2 , b5, b7C, b7E 



XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 
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IP. 01/06 
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PRECEDENCE 

□ Immediate 
D Priority 
S Routine 



To; 



Facsimile Nuahcc 



FBI FACSIMILE 
COVER SHEET 



¥HS& 



^ftrW^ 



CLASSIFICATION 

D Tap Scan 
D Sttrti 
G Confidential 
□ Sensitive 
J3 Unclassified 



Time Transmitted: 
5endcrt Initials: 
Number of Pag«: 



(including cover sHcaj 





Subject: 



: ^ MfyJternr^ &ff*fr fr/,i rfl, ; 



b2 



Fj0nL - ?BIHQ ' Domestic Terrori sm Section. Bm 11795 .-^ 

Name of Office ~ " " 



Speci4 Handling rcumretion*. T - ©*- 



«fo 



Oripnafcirt Nunc: jjSfl 

OrigiiuiorV Fautmile fJumb 
Approved:' 

Brief Dcscripfion of CommunitaiionfiiHd: 




*ABNTNG 



ALL fNFOPHAIfON CCNTA!N£D 
lEMULIJUlJUJUJilLU) ■ , 



^^P^^Z^zz'sz^-^:--^^ '■>■" 



ongitwor or the J«al FBI Qf!i« 



tmmedwtaly ro amr,^ fr r pr0per a.tpotiuop. 



^11 inroimadan i* prohibited (I3-U5C £ toll PJmip 



Cl 



/ 



noriTy rfi c 
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September A, 2002 



Mr, Michael D. Robinson 
Associate Under Secretary 
for Aviation Operations 
Transportation Security Administration 
400 Seventh Street, SW 
Washington, DC 20590 

Dear Mr. Robinson: 

Thank you for your June 27ih letter, enclosing a copy of TSA's Delegation Order 
concerning the placement of Federal Security Directors at all of the major airports nationwide. 
You asked that the Order be disseminated to each of the FBI's field offices having a need for the 
information. 

Recognizing the FBI's investigative jurisdiction with respect to criminal violations 
set forth in Chapter 465 of Title 49, and all aviation-related criminal violations set forth in 
Title 18 of the U.S. Code, our field offices will be provided copies of TSA's Delegation Order 
dated June 14, 2002, along with the reminder that interagency cooperation and coordination are 
critically important to our respective missions and responsibilities as our agencies continue to 
discuss pertinent jurisdictional considerations. 

Sincerely yours, 



RobertS. Mueller, III 
Director 



i j . 

1- 
62 



b7C 



1 -Mr.Ashley(5012)-Encs. 
I - Mr. D'Amuro (5829) - Encs, 
1 - Mrjyamste in (7427) - Encs. 
1 -I t5096) - Encs. 

7326) -Encs. 

7I76)-Encs. 

F-HQ-1077732 . 

NOTE: Reply coordinatedw ith Attorney -Advisoj 

and Unit Chief] ~ 

BKM 



"[investigative Law Unit, OGC, 



Klajor ThenYTransportation Crimes Unit, CID. 

ALL INFORMATION CONTAINED 

HEREIBIS UNCLASSIfiED . / 



CflC. 
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Attachment l 
June 13, 2002 



b2 per TSA 
d3 uer TSA 



regulations, policies and prwedul h, 1 u, 5 , 14(e> Md KA 

Federal security sc^S^^;^ POaSlble f0r *" <V*HJ»y 
Md intrastate i fraZ^Tr *^ passenger ait ttansp^^ 

P0S in S a iSS^^^ ?f P^^ oc property 
U.S.C i 44903(b) * eCU1 " y ' ta acco «i^= with 49 

checked baggaBe thmurt^™! M «™M>fc. screen every piece of 
i ne l,^ n n.^^ rf J^^-^ "»=™*v e means may 



B. 




5 



mformatioD a, appr^riuT^ """WW* and law enforcement 
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WL FBI INFORMATION CONTAINED 



at 



B, 



C. 



D. 



with rape* to thai inaSSd^ <>*«■ appropriate actio* 

facility canaot bcUtoSto^T^T 1 " ""P " ° rraitod 
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January 22, 2003 



From 

To: 



OGC/ILU, Ex{ 



b"C 



Enclosed is your copy of adraftMOU i received fron£ 



b7C 
\ policy official in TSA. 



Not sure why he faxed it to me but, in any event, it addresses respective roles in providing input 
to and using the TSA's No-Fly and Selectee lists. 

T am not sure who in CTD has Ibis for action but it's gotio be one of you three so here it is. 



Anyway, ifyou need us on this any more, let me know 



b5 



ALL f«F0RMAi;c?: CONTAINED 
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Issue: TSA and No Fly Lisls 



b7C 



From; 
To: 
Date: 
Subject; 



Issue: TSA and No Ffy Lists 



JndAft. 



b2 
b5 
b7C 
b7E 



Thanks 



ssa 



(**] 



CfvII Avialron Secunr/ Program. Room 11795 
Domestic Terrorism Col nte terrorism Planning Section 
Countefterrorism Div ision 



b~" 



AIL INFORMATION 



CONTAINED 



fc1 



A/CS(flc/t 



GOL 
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Pagei 



b7c 



To: 

Date: 

Subject: 






More to falEow as I get additional information. 



ssa[ 



rax] 



Referral/Consult 



b2 
b7E 



Civil Aviation Security Program. Room 11795 
Domesttc Temjjbm Counierterrorism Planning Section 
Countertarrorism Dlysjon 



b2 
b7C 



CC: 



kviation-ClRGSTrairong; Avia., 



b"c 



bvc 



WTQBMAW 



DA 



S1FLW 



.tf 



Sii&C*^ 



ML^/ flfefC* 



l_ 



^ifo^nas 
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From; 

To: | 

Data: S/30/C2 6:01 PM 

Subject Re: No-Fly Q uestion b7C 

H 



I didn't see this article so Thanhs lor sending. The TSA marntains the No Fly List, but the content is 
generated by FBI, CIA and probably olher intel enlrties. I'll read the article in depth tomorrow. 



»i 



9^30/02 9:47:51 AM >» 



Re the attached article. Who does "mamiain" or is "responsible" for (he no-fly list' 
No-Fry Blacklist Snares Political Activists 
The San Francisco Chronicle 
By Alan GaThnghT 
September 29, 2002 

SAN FRANCISCO, CA ~ A federal 'No Fly" Us!, intended to keep Terrorists from boarding planes, is 
snaring peace activists at San Francisco International and other U S. airports, triggering complaints that 
civil liberties are being Trampled. 

And while several federal agencies acknowledge that they contribute names to The congressional^ 
mandated list, none of Them, when contacted by The Chronicle, could or would say which agency is 
responsible for managing Ihelist On© determent forced a group of 20 Wisconsin anti-war activists to 
miss their flight, delaying their Trip To meet wilh congressional representafives by a day r That case and 
others are raising questions about [he critana federal authorities use To place people on the list - and 
whether people who exercise their constitutional right to dissent are being Jumped together wifh tBrrorists. 
"What's scariest lo me is that there could be this gross interruption of civil rights and nobody is really in 
charge," said Sarah Backus, an organizer of The Wisconsin group. That's realty 19B4-ish/ 
Federal law enforcement officials deny targeting dissidents. They suggested ThaT the activists were 
sTopped not because Their names are on the list, but because their names resemble Those of suspected 
criminals or terrorists. Congress mandated the list es part of last year's Aviation and Transportation 
Secunty Acl, after two Sept. 1 T hijackers on a federal "\vatch list" used their real names to board the 
jetliner That crashed into the Peniagon. The alerts about the two men. however, were not relayed To the 
airlines. The detaining of activists has stirred concern among members of Congress and civil liberties 
advocates. They want to know what safeguards exist To prevent innocent people from being branded "a 
threat lo civil aviation or national security." 
NO ACCOUNTABILITY 

And they ara troubled by the bureaucratic nightmare that people stumble into as they go from one 
government agency to another in a maddening search to find out who is the official keeper of The no-fly 
list. The problem Is thai this list has no public accountability: People don't know why their names are put 
on or how to get their names off." said Jayashri Srikantiah. an attorney with the American Civjt Liberties 
Union of Northern California. "We have heard complaints from people who Irlggered the list a first time 
and then were cleared by security to fly. But when they fly again, their name is Triggered again" 
Several federal agencies - Including the CtA, FBL INS and Slate Department - contribute names to the 
list. But no one aT those agencies could say who is responsible for managing (he list or who can remove 
names of people who have been cleared by authorities. Transportation Security Administration 
spokesman David Sleigman initially said his agency did not have a no-fly Eist, but after conferring with 
colleagues, modified his response: His agency does not conlribule to the no- fly list, he said, but simply 
relays names collected by otner federal agencies to airlines and airports. 'We are just a funnel," he sakJ 
estimating, lhat fewer than 1 h 0O0 names are on the list. TSA has access to it. We do not maintain it" He 
couldn't say who does. 
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SJS,"* 1 ^Tt Guards ' Tlan fl fat,bal ^ a ™ *h<=h she tried to top . securty screener searching 
he. tegs » h , stuck z.pper. The mddhug* woman, who said she was conservatively d.essaTand 
wore no antl-war buttons, sad the guardsmen seemed to know her activist background -He started 
spouWhg this pro-war nonsense: Vorft you understand that we have to 9 et them before they gel us' Don* 

faT^T * k 3PPSned " SeP '- " ? " * kpM offioas said al lhB *"• ** 00" «i b-«l from 
boarding because she was uncooperative with security procedures, which she denies 

Instead. Oder, pointed out that Ihe *nen' C an Airlines Ccket derk - who marked Her boan-^ pan wK, „, 
l£u7™ "i SI she wasn't picked By random. "Voi were going to be mci»j«1 k, mjlle r what. 

a t nr,7§ '""f^S their old answer «**<,• files." said Oden, who protested the Vietnam War as 
LT™,! ?£" " Vl ^ ^ DG - "" h rtWktatoi. It'sjusl bke years ago whon Ihe FBI bun a 

file about me and they called my landlord and ray coworkers. ... They did that with ereWfoihe 
anti-war movement. A 
TOOL FOR TERROR 

to his testimony before Congress, Mueller described the watch lisl as an necessary tool for tacking, 
individuals .who had not committed a cnme but were suspected of terrorist Jinks. It Is critically importer* " 
he sfiOhat wehave state and locals (police) .denrjfy a person has been stopped, not necessanry ' 
detained, but get us the information that (he person has been stopped al a particular place." None of tors 
makes Ihe peace activists feel any safer - about flying or about their right to disagree wilh their 
flovemment. 

"It's probably bad for (airport) security,- said Sister Virgine, "Stopping us took a to! of staff away from 
checkrnfl | out what else was going on in lhat airport." Ultrmately, she said, To not have dissent to a 
couniryjke this wouEd be an altoc* on one of our most precious freedoms. This is the essence of being 
an Amencari atizen - the right lo dissent." 
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The TSA was created by the Aviation and Transportation Security Ad of 
2001 (ATSA J following the September 11, 2001 terrorist attacks and the resultant 
conclusion that security at the Nation's airports needed to be improved. ATSA amends 
various sections of Title 49 of the United Slates Code to assign responsibility to the 
TSA to provide security for civil aviation and to conduct airport screening operations. 
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TSA Statutory Authority 

ATSA created the TSA as an entity within the Department of 
Transportation and designated an Under Secretary of Transportation for Security as the 
responsible official in charge of the new agency.' The Under Secretary's statutory 
responsibilities that most pertain to the issue at hand include: 

(1 J Carrying out the provisions in Chapter 449 of Title 49 of the U.S. Code, 
relating to civil aviation security, and related research and development activities; 

(2) Airport screening operations; and 

(3) Receiving, assessing, and distributing Intelligence information related 



2 At this wricing, TSA is likely Co become pare of Che proponed 
Department of Homeland Security when legisla tion to Chad effecc is paBg erf 
by the CongreBB and signed by tTir. Presidency 
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to transportation security. 

Chapter 449 of Title 49, entitled "Security," addresses all aspects of 
aviation security, including: screening passengers and cargo; receiving and evaluating 
threats to aviation; research and development of modem security systems and facilities; 
and regulation of security of foreign carriers and foreign airports th at serve passengers 
bound tor the U.S. 

In addition, ATS A grants the Undersecretary permissive (as opposed to 
mandatory) authority to designate federal law enforcement officers (LEQs) and 
empowers these LEOs to exercise standard law enforcement powers when engaged in 
"official duties of the Administration as required to fulfil] the response Hues under 
[ATSAJ." These powers include authority to carry firearms, make arrests without warrant 
for any federal offense committed In their presence or for which they have probable 
cause, end seek and execute federal warrants for arrest or search and seizure of 
evidence. ATSAalso jequires the Under Secretary to provide guidelines by which to 
exercise these law enforcement powers in consultation with the Attorney General. The 
proposed gufdelmes have been submitted to the Department of Justice for review. 

Finally. ATSA continues the Federal Air Marshal (FAM) program (formerly 
part of the Federal Aviation Admin istration) by authorizing the TSA to deploy FAMs 
aboard aircraft for what are clearly reactive law enforcement functions, 

FBI Statutory Authority 

The FBI's general enabling statute, 28 U.S.C. § 533. grants the agency 
the authority to Investigate any violation of the criminal laws of the United States. As 
noted previously. 28 U.S.C. § 538 specifically empowers The FBI to investigate the 
primary crimes-aboard-airqraft violations in Title 49, which are set forth in Chapter 465. 
entitled: "Special Aircraft Jurisdiction of the United States." These include Section 
46502, Aircraft piracy; Section 46504. Interference with flight crew members and 
attendants: Section 4G505. Carrying a weapon or explosive on an aircraft; Section 
46505 which lists a variety of common law crimes (e.g., murder, robbery) committed 
within the special aircraft jurisdJciion of the United States^ and Section 4G507, False 
information and threats. Finally, 28 U.S.C. § 535 also grants the FBI specific 
investigative jurisdiction for the offense listed at 49 U.S,C. § 46314. Entering aircraft or 
airport area in violation of security requirements. 

The FBI's generai investigative authority also includes the aviation-related 



1 The special aixcvaft jurisdiction o£ the United States Is defined 
in ie U r S-C- 5 7 (5] as any aircraft belonging in whale or i.n pace to th* 
United States or any citizen or corporation thereof while in*^- aiccaTA.'it 
is in flight over U.S. territory or over the high aeas. 
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authority for any offense for which a LEO is granted the power to arrest, than virtually 
every federal LEO would have investigative Jurisdiction over every federal felony. 5 
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Federal Air Marshals 

The Federal Air Marshal (FAM] program is also pari of the ISA's statutory 

authority. FAMs, however, are primarily a reactive and a deterrent force whose 

members are LEOs and are armed and placed on selected flights to react to in-flight 

incidents of air piracy and other violent arts that threaten thp intenritvnfttw flinhtanri 

the lives of those aboardJ - __^^^_^^^^^_ 



Analysis 
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ths lawful ability to react promptly and respond appropriately to a 
report of emergent: criminal activity without concern tor jurisdictional 
distinctions or civil liability. 
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OGC is available to assist in these efforts and Ln any other capacity to 
rggoiue [uri^rtirtionai issues with the TS A. Point of contact at QGC Is Assistant General 

Counse l n nvestigahVe Law Unit, at | 
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Why a 'No Fly List 1 Aimed 
At Terrorists Delays Others 
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NAME GAME 
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Syng, Lebanon. Junjan 
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Kuwart Bahrain, Qatar, Saudi Arabia Oman 
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Hag MuhammaC Osman Abtiurra' ib 

Erj^ 1 S'jdaji 

H«ilmhembj Otmant Abdflraqib 

Ii-ve. 7uni SJ Worocai Algeria Maunlama 



It sounds simple, but it's proving tricky to execute 
Many entries on [he list lack details that could make El 
easy to know if a traveler is really the person named 
And the TSA gives airlines little guidance on just 
when a passenger's name is close enough to one on 
the JjsI to warrant flagging the person for a 
law-enforcement check. 

The result is that carriers are checking the No Fly List 
a multitude of ways and coming up with vexing 
numbers of "false positives" - innocent passengers 
subjected again and again to law-enforcement 
reviews. The flagging of some fliers who were 
political activists has even led to suspicions the 
government was grilling ihem because of their views 
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particularly if they had Arabic names ■- it's far from certain thai current methods would Hag them. 

One reason. In checking passengers against (he No F\y List, some airlines use techniques thai were 
designed decides ago. and for jn entirety different Lask. io kL ageing find passenger records 
quickly without having a full name or a name's precise spelling. 

These "name matching" systems also help airlines spot abusive bookings, in which travelers 
reserve a bunch of flights under slightly varying names. The idea is to cast a wide net. But when 
applied to a watch list, they have the perverse effect of flagging numerous travelers whose names 
are merely similar to one of Those on the list. 

One name-matching technique Chat airlines have used, called Soundex, dates hack more than 100 . 
years, to when it was invented to analyze names from the 1S9Q census. In its simplest form, it 
takes a name, strips out vowels and assigns codes to somewhat-similar-sounding consonants, such 
as "c" and "z." 

The result can be bizarre. Hencke and Hamza, for example, have the same code, H52C. [f there's a 
Hamza on the No Fly List, a traveler named Hencke could he pulled aside for a background check 

before being allowed to board, 

A 40-year-old method designed specifically for airlines does something 
similar, stripping names down to consonants and pulling up names that have 
the same consonants in the same order. A third technique sometimes used by 
airlines hunts for matches based on the Gist few letters of surnames. 

Hence Mr. Musarra's troubles in Juneau. In an algorithm used bySabre, 
whose software runs Alaska Airlines' reservations system and many others, 
"Musarra" appears to pop up as a match for any name starting with "Mus," A 
fair number of names from the Mideast and Central Asia begin that way, 

including at least one on the Mo Fly List. 



Exactly what techniques airlines and firms such as Sabre use to check ■*■ 

passengers against the list is impossible to know. They won't identify their larry Musarra 

formulas, and the government doesn't want them to. But some current and former industry 
executives say most airlines - while making periodic refinements, including since Sept, 1 1 - still 
use roughly the same name-matching tools as they have for decades. 

Why not just match names precisely, and question onty people whose names exactly fit an entry on 
the No Fly List? That wouldn't do, either. Many people's names have a number of variations, such 

as William or Bill. Many are spelled either with a middle initial or without one. And non- Western 
names can be rendered in the Roman alphabet in a host of ways. 

A name written as "Haj imhemed Olmane Abderaqib 11 in Algena might be "Hajj Mohamed 
Uthman Abd al Ragib" in Iraq, and as "Hag Muhammad Qsman Abdurra'ib" in Sudan, according 

■'u Liijguiii:-?,-xn;iiL$:s Systems Inc. ^ H^rndoi!. Va., cempanv rluu does name -ana lyii^ *r>rk for 
i many federal agencies 

One wanted lerronsm suspect. AdnanO. El Shukrijumah, uses five aliases. The six names uan be 
translated a total flf more ihan 500 ways, says Language Analysis Systems. The firm adds thai 
foreign words can also be mistaken for first or last names, such as "EffendL" which is an honorific 
for "Sir" or "Mister" in some Mideasiem languages. 
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Another qmrk ofairlines" systems is (hat groups thai purchase (heir tickets together end up in a 
single travel record. I Tone memb en riggers a hit on the watch list, computers lock up on them all. 

A year ago in Milwaukee. Midwest Eipress pulled aside [9 members of a group called Peace 
Action Wisconsin headed to Washington for 3 "teach-in" about US. military involvement in 
Colombia. The group, which included a nun and a grandmother, had to wail for sheriffs deputies 
to run immigration and FBI background checks, according to records of the incident. The delay 
caused them to miss (heic event. 

Four months later in San Francisco. Jan Adams and Rebecca Gordon, co-founders of an antiwar 
newsletter caUed War Times, were pulled aside for police questioning when they arrived at the 

ATA Airlines counter. An FBI search turned up nothing, and the women, both in their fifties, were 
allowed to fly. 

En both cases, the groups were told they had matched the No Fly List. But these incidents and 
others fed the nation among activists that the government was targeting them. "When is a nun 
considered too dangerous to get on board a plane? When she's a peace activist," said one of 
numerous critiques, this one in the newspaper Socialist Worker 

But three months after the Milwaukee incident, a report by the county sheriffs office said the 
incident was due to use of Soundex in Midwest Express's reservations system, which uses Sabre 
software. A security official for the airline says that a group member with the last name of "Laden" 
might have helped trip up the group. 

As for Jan Adams in San Francisco, she was one of a number of Adamses with the first initial J 
who were stopped last year. They included 23-year-old Jarrett Adams on June 5, 55-year-old John 
Adams and his wife on June 16. and 34-year-old John Christian Adams, who complained to the 

TSA last July, 

The apparent trigger: A Joseph Adams on the No Fly List, whose entry gives little data besides a 
birth date. Officials at ATA, the airline Ms. Adams flew, and some other carriers say they are 
frustrated that the watch list doesn't have better data to eliminate mismatches. 

One needn't be an activist to get caught in this web. Last April, two San 
^^j5?^»K*\ Francisco airport police officers cornered David L Nelson- a 56-yeai-old 
\' i;V\ bank executive, as he checked in at Alaska Airlines. "They had hands on 
:■:. : p: their guns. They asked was i an American citizen and who am I," Mr. 
j^ Nelson says. After a half-hour of questions and database checks, they 
^&ij cleared him. Ke says his son, named David C. Nelson, also has been stopped 
as a No Fly List match. 




w 



At Oakland International Airport, Police Sgt, Larry Kiupp says he has 
dearcd so many innocent "David Nelsons" to board that one ofthemnov 

ouys turn oaiTee. There is a. j mine very similar to theirs r..\\ t'.-i fto Fly List. 



Fn: svery -jheck, Sgt. &rupp must thumb through an 86-page, 
nonalphubeuzed list of ;i;imes. "The vast majority of times we go there, they're not even on the 
list." he says. Sgt. Krupp i-ays he has had only one irue match, a man he describes as an Afghan 
drug dealer. 
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Newer methods exist, which take into account names' cullunil origins in order to come up with 
more-relevant name variations. Some government agencies are starling to use them. Bui travel 
consultants say hard-pressed airlines have been reluctant to spend money to improve a screening 
function They believe should be done by the government -- and tlut the TSA has said ii eventually 
will assume. Airlines would rather leave it to the government to rule a passenger in or out. No Fly 
List entries can include subjective notations like "is sickly with asthma, uses a lot of hand 
gestures, 1 ' as one did on a recent copy of the list reviewed by The Wall Street Journal. 

A wide variety of reservations systems have their genesis in the Sabre system, which 
International Business Machines Corp designed for American Airlines in the 1960s. IBM later 
built simitar systems for other airlines. 

Lightning fast in basic reservations chores, the mainframe-based systems are less well suited for 
other tasks, such as clearing a frequent traveler to Ely once and for all. In most airline systems, the 
No Fly checks are set up in such a way That the computer treats each passenger as a brand new 
name, even if he or she has flown recently and was cleared in another flight record. 

The TSA is considering a way to put fliers who've repeatedly been mistakenly flagged on a "Fly 
List." But even if this proved technically feasible, security officials at airlines and the TSA would 
still have the challenge of making sure they weren't vulnerable to letting a dangerous person of the 

same name slip though. 

Records obtained in a Freedom of Information Act suit brought by the Electronic Privacy 
Information Center show that the TSA has received complaints from mistakenly flagged customers 
of all major carriers, which use a variety of software to process passengers. 

One re servatian system used by several airlines, Shares, uses "the same type of [name] matching 
thai has gone on for 10 to 15 years -- actually longer," says Michael Hulley, an executive of Shares 
owner Electronic Data Systems Corp. He will identify only one method Shares uses; matching 
the first few letters of a name. 

Another competitor of Sabre, Galileo, says it looks for exact matches on names or strings of 
letters. But Galileo officials try to spot No Fly List matches in advance of a flight and pre-ct ear 
passengers who clearly aren't the person on the list, says Chuck Bamhart, an official of Galileo. 

Sabre wcu't JescIcs v " its current name-matching methods, but a spokeswoman, Kathryo Hayden, 
says 'Algorithms are not static - they change, they are updated." Sabre says different airlines can 
use its software in different ways. "It's up to each airline to determine how they implement the 
government requirements for the No Fly Lists," Ms. Hayden says. 

One carrier that uses Sabre software, Alaska Airlines, has more than its share of false No Fly List 
matches, judging by the records obtained by the Electronic Privacy Information Center. Of 34 
complaints to the TSA where the airline was identified, 1 1 cited Alaska. Ms. Hayden says such 

■u^d-vcl ^-ide'sce ioesn't nrnvn Sabre's ioflwa.rft "eau*^. a grealev number of False hits."' 

"- Barbara jnd Dennis Musame. :i California ajupic, look their complaint up the Alaska Airlines 
chain of commas! after being delayed rwn:^. Me Musanit savs an airline supervisor finally told 
her the first four letters o I their last name ma.Lch.eti a suspect, though they themselves weren't on 
[he list. The TSA confirmed they weren't, in a letter, the TSA adde^ .:::.l n !.■ -sw. 'me benefits 
of such measures far outweigh the inconvenience." 
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Mr. Musarra, the Alaska man who has faced many delays, has tried everything he can think oHo 
clear his name once and for all. He got Sen. Ted Stevens to contact the FBI. He [old local TS A 
people ofho^' their boss in Washington, retired Admiral James loy, once honored him for his 
uork on an ail-spilt cleanup exercise. 

For his monthly flights, Mr. Musarra has developed a routine: Try to check via the Internet the 
night before the flight; get rejected. Arrive at the airport hours early, go to the self-serve kiosk; gel 
rejected again. Goto the counter, wait while an agent calls a supervisor, wait more while officials 
take his I,D. to a back room Co phone security officials. 

Invariably cleared, he boards, but the clearance lasts just through the end of his round trip. Often 
he is bringing his son Tim home for a visit. Tim Musarra, \2, also sets off No Fly List alarms. 

A cotlege-age son, Aren. has the same problems, Mr Musarra says. 

Then there's Mr, Musarra' s adopted son, Jonathan Paul Sung Ho Musarra, 15. A high-school 
wrestler, "Sungie" is the reason his teammates have to get up at 3 or 4 a.m. for morning flights to 
(heir meets. Because they buy group tickets, the 20-plus wrestlers, chaperones and coaches show 

up on the computer screen as No Fly List hits, 

A spokesman for Alaska Airlines, Lou Cancelmi, says, "All of these false positive issues concern 
us greatly. We're absolutely committed to working toward mitigating all of them to the maximum 
extent possible." Recently, the airline began having employees scrutinize alarms generated by its 
computers in advance of flights, in hopes of clearing misflagged passengers. 

That seemed Jo help Mr. Musarra on his last flight. The computer still flagged him; he found 
himself unable to check in via the Web. An error message told him he needed manual assistance. 
Bui when he got to the airport mis time. Mr. Musarra received a boarding pass without the security 

review. 

The TSA has been trying to get the message to airlines that they should focus on matches of full 
names, not just the last name, says James R. Owen, a TSA official in Juneau* Longer term, the 
agency is working on an advanced passenger pre-screening system known by the acronym of 

CAPPS II. 

It will scour not only watch lists such as No Fly but also criminal records, credit-card transactions 
and identifiers such as address and date of birth to detect suspicious patterns. The TSA envisions it 
as "dramatically reducing" the number of people flagged Privacy and civil-liberties advocates fear 
just the opposite - that the increased ways to attract suspicion will result in even more passengers 
being wrongly tagged. 

Write to Ann Davis at ami-davisfH v-st-com 1 
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THE NO-FLY LIST 

Is a federal agency systematically harassing travelers 
their political beliefs? 

By Daup Linrtorff 



If anything is different after o/n, it's 
air Travel, as passengers endure long 
lines and extri security checks at 
airports For some passengers and 
would-be pasiengert, chough, air 
Ijavet has become something mach 
more harrowing as the 
Tra riiporti (ion Sccu cfty 
Administration targe's political 
actmtis for harissim^t- 



For months, the ISA. 1 federal 

ifienty ertibtished a year ago to proTsithe nation's transportation system from taraufli. ■ 

it had ablacUkt of p^pfe to be aing^ 

Bui it. irud-Wovember, in an interview with this reporter. Spokesman David Steigman 

atknoMrtJsed (hat the so^mmemhis-a Ustof about 1,000 people" *ho are deemed "ihre. 

aviation^ and not allowed on airplane* under any ciroimsuivces. 

Steigman added that [he T5A rt«lf ha* no sidelines defining ™h Q is put on the list, hm rad- 
relies o n name, prided by other federal abends, such as the FBI, Secret Service or INS. 1 
TSA also has no procedures for people to clear their names and ga off the list. 

It appears, however, that thii is only part of rhr..tt«y.t*!Kt of thcse-Sjhivch«n singled, 
EpeciaHnrenoEatiflr, and searches of their Jas^tafU r-sirpraor-j, fit lean rhow who h^ 
F*hci^hTheir C >£erienc« iC learryjr*n^^ 
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Consider the experience of John Dear, a437*ar-ald Jesuit priest, member of the Cathie p 
group Pa* Chritti and form executive director of the Fellowship of Reconcflktion. an fatei 
global peace organiEAlian. -J fly just about every week,' Dear says. "Since o/u. I've been tak 
JBde it the boarding gate evety jingle tima tad searched and questioned." 

He describe* one particularly disturbing experience. "I got to the Southwest Airlines gate a: 
San Jose airport, on my way r Lea Angeles, but as soon as the attendant wr my boarding p 
shouted. "You can't be here. Ydu have To be searched: - " 

Tveryon< h s jaws dropped, and all [he passengers backed away feom me,' he recalls. The fhg 
delayed while Dear was taken aside and minutely starched, with more than ion passenger: 
(Dating on nervously. 
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Others, lit* the Gr«n Pi fty's Nancy Qden, have reported being detained by armed soldier*, 
like Green Patty leader Douj Stuber, questioned by Secret Service agents, sometimei atwcl 
length lhat they missed their flighti. In roost cases, they ultimately were permitted to flj (o I 
destinations. 

Asked if such people ire considered "threats to aviirion." Steigman said no. He speculated t 
they might have coiten on the list becaosa they committed federal felonies. Some do have re 
In Dear's case, he went to jail foi Mremuniauy whacking anP-igjet with a hammer in an ac 
civil disobedience- 

But none of the people whose cases In Hiete Times has CMnrined had any history of violent 
would suggest they might he a threat ro airline safety. Indeed many, lihe Dear, art ardent pa 
What they uem to shaie is opposition to the Bush administration's war policies and its atta< 
civU liberties. 

So what b going, on here? 

Asked if the ISA h a a a jceond list, one not of the -threats to aviation' who would new be al 
to get on a plane, but rather of political ittiviau who an mJw Angled out for intense scrutin 
iHterragadon. Steiejiun said, "I donX know. Ill have to look into that. 1 ' 

A day later, he win: back with a curiously candid, if mther aJarmro E . answer. 'I checked wit 
security people, 1 ' he said, "and (hey said there is no second Urt/ Then, after a pause, he add* 
course, that could mean one of two things: Either there is no second TEtf. or there is a list, an 
the/rc not roinr tu talk abouT iT for security reasons/ 

Some of those -ho ha re been stopped for special scrutiny by TSA agent* in recent monthsh 
been specifically told lhat their names were 'on a list." Ust spring Virgin* Uwingcr, a 74-y 
old nun and a member of Peace Action, wis sropptd it the Mllwaokaa airport along with soi 
other members of the group on their way to Washington ro lobby the Wisconsin cungressior 
delegation ijaimt mihtity &id to Colombia. She says they were told at the rime by local shei 
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deputies and Midwest Exp™ ticket^ personnel that one or several f them were 'on a lis 
that the TSAhad instructed airport security to kwp the- group off tht plant. 

La-finger, with The help of tha local ACT.U, filed a Freedom of Information revest vitb the' 

ewlyOttob«,Kqtin £ to!em*hy&fbadb^ 

back thai ThftTSA had a file on her, though all the page* were withheld except fora copy of; 

clipping from the local pip*! reporting Qr her expeiira« M the airport. It isnt known whef 

other in/ormationin Lawyer's ISA file contains mformation piedalit^ the airport inciden 

Barbara Olshansky. assistant legal director of the Center for ConSTirutEonal Rights (CCft) in 
YQtfc, reports that she his been stopped and searched every time she has flown since o/n,0 
thre<ofTho«occasions. she was forced to pull down her pants in viewof other traveled. Ot 
those times, when (he demanded to know why she wu beinc "i>gl«l out, the iiriine agent a 
gate threatened to bar her from the plant if she raised a fuss and added brusquely, The con 
spit you out, I dont know why, and I don't have time to talk to you about it* 



While few would object to die TSA* maintaining i properly compiled list of genuiBe "threat 
aviation' M preventing such people from boarding planes, ir would appear that men ■ "no fl 
is not the one leading to ill the harassment of political activists, who. after aU, usually do gel 

Nancy Chant a senior litigation attorney jtthe CCR, who also has been rintlrd out for sear- 
ed questioning JT rhe airport, say; the government is •leveraging legitimate air safety con* 
into a program chat tars™ Law-abiding Araericansfor questioning and detention based on t 
political viewpoints." 

Father Dear agrees. "I think what ifaey an doing is harassing people who are oppemng the * 
publicly speaking out against administration poller." he aays. 

Oik hml that this may be whgt is going on was provided to the Green Party's Stubtr. When 
Secret Service igems called in by foe TSAsecurity guards arrived « lUlogh-Dorhain Airpoi 
interrogate tand run i reunascan o n ) him, he says they came armed with a loose-leaf cinde 
which they Left open new him aj he was being questioned. On an open ptr,he claims hew, 
to discerning list of progressive political ofainintions. Among thoieheww.btetomak- 
dearly an fl» list: me Green Parry. Greenpeak, Ea*h firrt! and Amnesty International Sit 
interrogation in October, Staber, an an dealer, say* he hat been unable to get onto a p W. 

Confirmation of a TSA (ravel blacklist is partiadsily troubling to civil-libGrtiei advocates bf 
the names of people to be subjected to extra wcurify investigation «t being made available 
pnvue companiea. Airline computer* at airport boarding ptea ace flagging people. These b- 
not being close!/ held within the national security or law-enforcement files, but ire appa«n 
heing widely dispersed. 

1"&^™« Menu Tobe the n.ewpriviti^^ 

Homeland Secumy. The WaTI Stmt JounvA reported that the FBI made its- list of people™ 
even remote links to terrori>m-havi nfi ^Kiated, perhaps iaadvertendy, with a terror susr 
for example-available to a wide range of private companies, from hanks and renul-car c orr 
■o casinos. 
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Says CCfcsQIshansky: 'Ifs tad enough when the federal gov«™entaMUrtslikE this with 
Euidetines on how they're compiled or how touce ih*m. But when these Kits ire then gwsn 
private sector, there «e even less controls over how they are used Mmtaued." Since airline 
■Iway* had the right to deride whether someone can board a plane, she observes that prcvid 
Such a list to an airline represents a trnnendcuH chitting of the Pint Amendment right to u 
and apeak freely.' 

Tnii wetV, the CCR announced that his considering a lawsuit against the TSA. A number of 
whose travel has been interfered vilh have signed on as possible plaindHs, and CCR is inviti 
thou with dm Oar ecperiencas io contact them- Meanwhile, the ACUJ hai posted a no-fly 
complaint form to fill out on its Web site for those who are banned or prevented from flyin 

Calling iht eminence of audi travel blacklists "an obvious and egregious violation of the Firsr 
Amendment, because it permits both discrimination agsiiuti particular viewpoint and bet 
la i prior reitmint on Ameri cans' rishtto travel," CCR Legal Director William Goodman say 
VS. government appears to he targeting citizens became of their beliefs." ■ 

Dave Lindorff, a regular contributor to In These rimes, u iht author of JSffiho; TSme, anr 
on the case of Muroij Abu-Jamal. 
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Drafted By: | 

Case ID ft: 

Title: TERRORISM WATCH LIST 
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Synopsis: This communication summarizes the evolution of the_ERI_La. 
J errnn'*TTn Watch t.ihi- trwiA . ^ t s forth criteria and protocol rI 



Reference : 
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Details: By EC dated 03/19/3002 [see referenced serial 37), all field 
offices, FBIHQ Divisions and Legata were advised of the creation of a 
permanent Terrorism Watch List (TWL) . The purpose of the TWL wae to 
serve as a centralized repository of names of investigative ini-Prwh 

related to t^rrnriji^ i ™ m <,*- ■ ,^.«- 4 i 
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To; 
Date; 
Subject 



Wed h Apr^-^u3 2:19 PM 

Talking Points for the Director Concerning the TSA No Fly/SeLectee Lists 



b7C 



Attached are the talking points you requested tor the Director concerning ISA's No Ry and Selectee List, 



CC: 



HI INFORMS CDWTMNED I J 



FB100048 



From: 
To: 
Date: 
Subject: 



i= 



LEG AT VIENNA 

Thu. Oct 10. 2Q02 12:35 PM 



b2 
b5 
b7C 
b7D 



However* you could direct them to one of the following persons who may be abte for further assistance: 

I 



ISA Intelligence Watch 



Hope this helps somewhat, I've cc'd the T5A Details e here, 
names 1o contact. 



Distributes the lists to me) 

frs he surely ought have other 



b^C 



>» Leap t Vienna 1077/02 4:45:23 AM >» 




Additionally, I have read many e-mails back and forth on the topic of dissemination and nothing seems 
clear. I assume Ihe US military can have a copy of IfiislJsL Ifnot, kindly advise. 



CC: 



TSA LIST PROCESS 



!Si£f™*™«COiraillED 
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RoFlyTist ™ ™" * ~ - 1 PageTi 



b2 

I 1 b7C 

from: | | , _ 

To: ALL LEGAT GROUP: Aviation Reid 17 DfLJ 

Date: Tue.Seo 17.2002 Bfl 5 PM 

Subject: | fio Fly List 



1 forward the attached for your information. Knowing frii& group, there will undoubtedly be some wise 
comments and observations, which I welcome. 

Thanks. 

CC: AvtatJQri-CIRG&Trafning; AviabcrvCTD; AviatioivD.., 



ALL INFWmON COKTAfflE I ) 



**V. 



FBI00050 



From: 

Sent: 

To: 

Co: 

Subject: 



bic 



y/nrinffl»fav June?** ?rM3 4:5BPM 



Re: Meet with TSA and FBI Counsel re T5A lists 



Monday at 3 is fine wrth me. I may be bringing a TDY agent with me, as mat \s his first day here and he is an Airport 
Agent, so (his w<P provide the field perspective, if any such questions arise. t -jq 



>» 



>yj_ _ 1 6/26/02 4:45:26 PM 

>l al TSA Counsel called and suggested Monday afternoon at 3. Is that okay with you? 1 assume over here so I 



have reserved our OGC conference room, 7426. Ill dartfy details and talk to you before that 



» 



£ 



DS/Z6/02 10:50AM >» 



»{ 



p^asesetitupassoon as possible. Won afternoon or Tues. thanks. 
_ fc f 26/02 10:47:21 AM 



»> 



b 7 c 



Jus! lei me know when the meeting is going to be. and where. 

Thanks 



art ir\ 3 



»j fc >5J25fl2 05:00PM >» 

} arevou available earl y ngirt w eak to go over the No Fly and Selectee Lists with the TSA Counsel? As L m a ntinn a if i 
previous email. I socke with" lesterda v about foe list "hasi«" but 1 was nnt ahlfl to identify ttm rntflrtaJ 



b2 
b7E 



G 



>>: 



>» 



should, 
is? 



l SfcSrt)2 1'41:ZTPM-- | . 

caUed the TSA ccunsd and he wants to meet w/me. you an oj | o leam more about the watchhsts and what ue_ 

all do about it. I think (hat's a good idea. What is your availability mis week and next? and con you find out wha(_ 



M 



b7C 



»> 



})6724fl2 12:19PM 



>» 



AHariinH =.™ hun piwM which rveWitten ot contributed to rotative to the Watch Usts. tn ( wpd" t the second tuller 

talks briefly about Project Lookout nansltionhg into the current Watch lists ] i nrptrismore extensive, and is a 

"" land me about the: TSA lists versus other itsls, i,e,. the FBI's Terrorism Watch List, 



combination of answers provided bx 

Perhaps ibis will give you some additional into, maybe not 



ss4. 



Jfax) 



b2 



CivH Aviation Secunly Program. Room 1 1795 

Domestic Terrorism Counlerterrurism Planning Secbon bTC 

Counterteitonsm Division 



ALl IJHFi 

HtRE: 

DAT 




ON CONTAINED 
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From; 

Sent; 

To; 

Cc: 

Subject: 



b7C 



ThuradHV, Juris 27. 2002 1:10 P M 



JU: Meet wiUn TSA and FBI Counsel re TSA lists 



[^ _ "JiF al an posslWa I wilt attempt to attend Uils. AMC 



£5 



|0&26 1&50 AM »> 

Oleaw sal it up as soon ai posslhte. Won ahsmoori or Tuns tnarrita^ 



»3 



czr 



Jtfzeroa 10:47:21 am 



b^c 



Jusi lei ma Know when Irie meeting Is going to he. and wtieia. 
is 



_£>H t 6/2S,'Q2 Q5.P0PM >» . .„ 

are you aiqiieblij early next w«k la ao met flw No Fly and Seifictas lists uith flw TSA Counsel? As I rmtnflanBd In a piftvlous amail. I spofce win 
«iara*y about me usi "Dasics", bul I *as not able lo identity Bw criteria. Iw dtw, as to -tot mak es one a -known* vj a "possible" threat 10 
1. and oth& issues eft <nffirvle*tnQ passengers en Ore bails a' ihfl llsL «t 




b7C 



e5 



&25ID2 1:41:21 PM>» 



called lha 1 5A counsel and he wants Id meal *flw, you and | fc o Iram more atagjwvaldiliftbi and wfflt we should all do about ll I Urinh. 

rfiafs 3 flood Wea. What Is your availaWllrv ttiJa week and netff and Cart you And aulwiat l j a? 



*cn 



«c 



J>E/2^K 12:1&PM 



At&tfiefl #e Wo pieces ^nidi I've written 
LoOfcpuT iranslllonlna kilo the cunenl Watch IL 
About ire TSA lists versus oiher Hals. 



1&PM "> 

Ken a* corUobubtUuHtUi'e To the Watch lists. I n] . 3 ff*d*. 

iVatch lists ! f "Pd" is mora extensive, and is a comomana 

La., the FBI's Tenonim Watch Ust Perhaps Wla wol give you acme 



b7C 



lha second "bultat" talks bDBfluhojiE Project 

nation of answers prvrided h j P "d me 

eodHLonai info, maybe 1 noT""! 



Qu4Auiatcn5eajrttyi i fO0'am, noon Vi*35 
Domestic TwranSm CourLienarForism Planning Setfon 
CaunterrgrTQiiwi Dhtelon 



c 




■TLCifi COHTASKED 
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Fram: 

Sent: 

To: blC 

Cc: 

Subject: 



Re:Legatdissemof NoFlyUsf 

AIL Wie to Fty and Setecf ee lists are controlled by iha TSA and as su rftwill Iff rl F*«Tn 
be disseminated oucskte of ine U 5- rntelllc^ncflp^munltv if Thatfarl 



n*lmi K, that nroanlzauori ThS FBI walch list is ntf 1o 



□ 2 
b5 
to7E 



» 



Ht 



J)Srtfi6:S2PM 
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Tl.fi l; pn*ahly a ttlcfcy quettn «P*nclnQ on 0«™ you wish to o>a II ^^ ''V " to ^^ F ^^ ^t^^^S'l^M 1 ^! 10 
d^^-iJimamaridJetmekw^whalOiflV&iy. n*been answanng fraquejttofifcroihor *sate btil each laoari sliuallw rruy be dlHerent 

I frmk * should be flmntlnabta Lo liaison conlacO responsible fa. av^r^co-Hy -nHWs, mwnhg tte ptfce >L m*| ^*?** *g^jH t 
potent*! mattes to fre list Yw can! conduct theinUrvte-M. . Beyond tot, we nave mad* no oscslor* as to puttno ^ w ^^ c - f™™* 
Soda* toy re topped or, a steet corner 1 arn oerrrtl«L by TSA reoulallm 
disseminate locally to law enforcement SO if you give It D law enforcement, suns ttimg. 

HopafuUy.youemlookatitwpunpcMofirieiisi.Kidooftorfiiheta mwiks for *wr quartern. If you run Into p^ems or oO«r flueaSons. pteaM lei 

ma Know. 



]ft^jB21;TlLn6AM 



b7C 



Can *e rjissseminato Uirs lisi lo foreign liaison'' 



r^.e^^d.^^oU^an. ftom Leva* about (he- Ibis, sudi as wnether fte names aw in ctar dabfcaMS, eI =J^***»L=£ ™* ™ . 

ov^one, and **n by to co*** a chiiihiwiIw into sWl ai some pol.it. f« eiampie « J* FBI.. «^ xe «""»* ****£*. ■ «* 

ay^tr^oelabasesmay™^ 

^ pa ^« oiler race** to same Info ^ 

hoping Li any FBI entily which adds a nam* to this hst also saes to II <har ths name ls addad to alt ih» oihef lata as *ofl. 



b2 



Pleasetan^Wsnallasapprapnafcidthiny^ Thank you. 

"R^^B of lusi^ rave ettEr been oe^oru^ 

by, awareness of Transportation Sacurtty AdmlnltfraHpn {ISA - fanTwIyFAAjsearifylnfomwlfon. 

niese iiM and general guidance tor FBI response to possible nam* matches on TSA 1st? may ba found a< Jm 

iMFBt Intranet and also on LEO. Special mierasl Groups, FBI, Member Ama The litis are sorted ^ waVi, aWa&eBEaiy And By SIU {^OjSWlUr 

numocr."" 



ss 4 _v «* 

Owl Aviation Security fro&rain. Koom 11 ?Ss ^2 

Domestic Terrorism CounMrtenwism Planning SediOn 
CnitntefTenonam Div ision b7C 
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From: 

Sent: 

To: 

Cc: 

Subject: 



fc7C 




av February 1 3. 2003 2'46 PM 



T5A No-Fly List 



1 



I l AjQllwlineL ^^te^nn^n.^^111% S nm»Hrn»»™ ** -n. intn „ '^ H ^ritB TfiA tWVnO mX&M fltlttll gltflrti ft Kit PflQgltt ( 

on the No-Pv List J — 



Hauent tearf »*^fl". tim TSftw rtmiw thL^ hut I hdiMfP wr 



ahr.ttHitafllKJf.Li^aK^tf it I 



Do vou know of arW rmvem em In Thta area from Wuf vflnhaga ooirrtl BnVlUm 



Ajiyv-ay, sanelhiifl more lo UiinTt; about 



b"c 
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b7c 

b7E 



M INFORM*™ ttlflttlilEB / 



-A?- /77/ 
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From: 

To: 
Cc: 
Subject; 



Thursday October 17200? 1 1 :23 AM 



Hvd: Re: Terrorism Watch Lisl, ale. 



have dealt vdUJ 



||n DT p*ho disseminaies the No-Fly hst la flaw office* and pr&rfdea them ouWanca an whal (odaJfl. 



respons (o a m t\\T\ and the TSA peopTs on theae concerns a lew months ago bui nffl tfia TWL people dlrecdy. Fael free to send H : 
although 1 realize the criminal laitfpTOcedure concerns are not really his (ob to tend to directly. 



>>£ 



b7C 



IW7IQ2 11;OfiAM>» 



flaaTIhelrtonTiatJon lo you for the criminal law Issues thai you raised, and rail Ihe Intel issues. tcanldetafmlnalnj"i j*iur response, 

whether you are dealing wiOi TWL people regaining Uie ssues vou raised: In your rraponse to ma. II not W forward: your responds t d 

unless you did u separately. Thanks 



» 

Than 



ank*T" 



Intwtn? aa-AtouM 



£*£- 
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From: 

Sent; 

To: 

Cc: 

Subject: 



b7C 



Thurerfav Otanhftr 



17 H 2002 9:46 AW 



Fwd: Re; Terrorism Watch Ust. &lc. 







j 



b7C 



W1&O20T:56PM»> 

wtflrmed Itial you wggld be reviewing ihis Tor ILU. 



ALL IWGkMi!^ CONTWftD 

HcRE 

DA 
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FB100056 



From: 
Sent: 
To: 
Subject 



b7C 



Ifr;rsri3v. Octo ber 10. 2002 9:11 AM 



f 



Fwd: Re: Terrorism Watch Ust, etc. 



» 



Hn* corna you *we ™t pari of Uiis frmail? Are you aware of Wis? Plaaso renew arc! let me ton** what you think. 



»> 



r>2 
b5 
b7c 
b7£ 



^l,^B,^nOj CONTAINED 
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I^FJyQuos&m 






rf-j. ... -*■ 
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movements A 

TOOLf-ORTERROR 

In his testimony before Congress, Muaiier descnbed the watch list as an necessary tool fur tracking 

individuals who had not committed a crime but ware suspected of terrorist links. "It is critically important. 

he said "that ws have state and locals (police) identity a person has been stopped, not necessanly 

detained, hut get us the Information that the person has been stooped at a particular place," None tf mis 

makes the peace activists feol any saler - about flying or about their right to disagree with their 

government. „ , 

-Lfs probably bad for (airport) security; said Sister Wgine. -Stopping us took a tot of staff away from 
checking out what else was going on in that akport: Ultimately, she said. "To not have dissent tn a country 
like this woutd be an attack on one of our most precious freedoms. This Is the essence of being an 
American citizen - the right to dissent." 



CC; 



3 
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From: 
To: 

Data: 
Subject: 



Re: No Fly List Issue 



? 



# 



5 



"[ 



No, 1 have ml heard anything, but [would be pleased if ttie SACs woukJ talk to someone about It. Aswilh 
everything else these days, there probably needs la be an MOD between the TSA and alt the submitting 
agencies that no names wffl go on the list without associated gander, unless the reason is compelling. No 

one is really fullv accountable To fix the problem vou descrtbel 1 

□2 



feT 



x& 



sorry I mint help you further, except that t will send a copy of the below erne* directly to[ 



By the way, I'm retiring from IheFBt on 12/31. and SS4. 



}viEf be the Civil Aviation Security 



Program manager, if you have further questions or need additional help. Please give my best to SAC 
Know! ton. 



Regards 



b2 
b7E 



dIC 



b7C 



2d 



2i2$t02 12:10:14PM >» 



Da you have any update on this matter? 
Thanks, 



^1 




>» 



















12/1211:20 AM >» 




Please talk t c] fr o see if TSA will require Ihe Mihgiiitina ansncfM in ™ >» r> a nr**r inir, i* 

information forwarded to TSA tor inclusion on the list andto pleas ) 

Jfs; 



^^mEDBYiLlLk^KL^^ ffl *&« <- 



REASON'. 15 ( „0, 
"^ AtfOJ-lflOl 



w 
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l Re i ^ p gyJ:.^^ ~ 



— ^--—'i' 




l m sura an expeditious response will be most appreciated by all concerned. Thanks, L 

SSA J k fex) 

Civil Aviation Security Program, Room 1 1795 
Domestic Terrorism Counterterrorism Planning Section 
Counterter/orism Divis ion 



b2 
b7c 



» 



± 



]2/1 0702 12:06:13 PM >» 



SAC Knowllcn would like a resolution to a recurring problem weVe encountered in LV regarding a No-Fly 
List (NFL) issue. 




bl 



~p \B problem has "occurred several times over tne pas: taw mgnffis 

and has not been recimea" t^/ 



Your attention Jn Iris matter is very much appreciated. 

b7C 



CC: 



Avialion-CAS Program; 



H 



«fu.W* 
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OriEnat Message- 






From 

Se nt: 'lulv til 'MW.^ 

To 



FB 
LE 



i 



-1 

lubicci: Re; 



Subject: Re; TSA No Fly List 



H 



— Original Message - — 
Fr qm:l IfFSnf 



:-mann 



Cc 

(E 

Sent: Friday, My 05, 2002 S:50 PM 
Subject: Re: TSA No Fly List 



b2 
b7C 
b7D 
b~7E 



He|I<[ 



jiupeTvisory Special Agent 



Civil Aviation Security Program 

Special Events Management Unit, Room 11795 

Domestic Terrorism CouDlertenorisra Planning Section 

Counterterrorism Division 

Federal Bureau of Investigatio 



i 



tax) 




Original Message •>—*+ 



(E-maTiy 



J(E-mail)' 



111 iMFOmJ*™ CONTAINED 
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From 
To 



kiiM 



References . 

Subject: Re; TSA No Fly List 

Dale: Tue, L8 Jun 2002 21 :3l;57 -0400 

Hi - Van working Iate T which gives me time to answer. I have been = 

preaching the exact same pr oblems here, but perhaps it will mean more to = 

my bosses coming from yon ^ ____ 



b2 

b7C 
b7D 



b5 

b7C 
b7D 
b7E 



b7C 
All INFORMATION CONTAIN 
DA 



B^]kk0^tT rJCS RtfCflC 



O*03-(fT^ 



FBT00062 



FEDERAL BUREAU OF INVESTIGATIOH 

POIPA 
DELETED PAGE INFORMATION SHEET 

Serial Description ~ COVER SHEET 04/09/2003 



Total Deleted Page (3) - 58 

Page 4 - bl, b5 , b7C, b7D 

Page 5 - b2, b5, b7C, b7E 

Page 6 - b2 , b5, b7C, b7E 

Page 7 - b2 , b7C, b7D, b7E 

Page 8 - b2 , b5, b7C, b7E 

Page 9 - b5, b7C, b7E 

Page 10 - b2 , b5, b7C, b7E 

Page 11 -* b2 , b5, b7C, b7E 

Page 12 - b2 , b5, b7C, b7B 

Page 13 - bl 

Page 14 - bl 

Page 15 - b2, b5, b7C, b7E 

Page IS - b2 , b5, b7C, b7E 

Page 17 - b2 , b5, b7C, b7E 

Page 18 - b2 , b7C, b7E 

Page 19 ~ b2 , b7C, b7E 

Page 20 - b2 , b7C, b7E 

Page 21 - b2 , b7C, b7E 

Page 22 - b2 , b5, b7C, b7E 

Page 23 - b5, b7D 

Page 24 - b2, b5, b7C, b7E 

Page 25 - Re£erral/Direct 

Page 26 - Referral/Direct 

Page 27 - Referral/Direct 

Page 28 - b2 , b5 , b7C, b7E 

Page 29 - b2, b3 , b7E 

Page 33 - b2 , b5, b7C, b7E 

Page 34 - b2 , b7C, b7E 

Page 36 - b2 , b5, b7C, b7E 

Page 37 - b2 , b5, b7C, b7E 

Page 38 - b2, b7E 

Page 39 - b2, b5 , b7C, b7E 

Page 40 - b5, b7C, b7D 

Page 41 - b2 , b5, b7C, b7D 

Page 43 - b2 , b5, b7C, b7D 

Page 47 - b2, b5 , b7C, b7E 

Page 48 - b2, b5 , b7C, b7E 

Page 49 - b2, b5, b7C, b7E 

Page 50 - b2, b5, b7C, b7E 

Page 53 - b2 , b7C, b7D, Referral /Consult 

Page 56 - b2, b3 , b7C, b7D 

Page 57 - b2, b5, b7C, b7E 

Page 58 - b2, b5 , b7C, b7D 

Page 59 ~ b5, b7C, b7D 



XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Pagejs) X 
X No Duplication Fee X 

XXXXXXXXXXXXXXXXXXXXXXXXX 



FBI00063 



Page 


60 ~ 


b2, b7C 


Page 


61 ~ 


b7C 


Page 


62 - 


b2, b7C 


Page 


63 ~ 


b7C 


Page 


64 - 


b7C 


Page 


65 - 


b7C 


Page 


66 ~ 


b7C 


Page 


67 - 


b7C 


Page 


68 - 


b7C 


Page 


69 ~ 


Duplicate 


Page 


70 ~ 


Duplicate 


Page 


71 - 


Duplicate 


Page 


72 - 


Duplicate 


Page 


73 - 


b7C, b7D 



xxxxxxxxxxxzxxxxxxxxxxxx^ 

X No Duplication Fee X 

xxxxxxxxxxxxxxxxxxxxxxxxx 



FBI00064 



Privacy Issu-es - Follow-up 

Follow-up after 12-20-02 Mtg with Director on Privacy Issues 

Racial Profiling - Check on OLP Guidance (Done-Nothing forthcoming) 

Re: Watch Lists (TWL t No Fly List/Selectee List) 

Talk to Larry Mefford about Protocols as to who goes on list, and hoM Uiam c s c an be 

removed, criteria for Terry category of detain for questioning by FBI] | 



DlC 



Follow-up on MOU re: Tip-Off Terror names into HCIC 



Re: Investigations relating to Public Places and Events 

CDC Conference scheduled for January, put it on agenda for discussion to determine 



whether it is being done, whether they have concernsT 



Re: School^Libraries 



Prepare EC or e-mail instructing that ifirakinMon-speciric request for records in 
absence of predication, check with OGCj |1LU) 



Technology Review Board 

Move forward on design, formation 



]tlu) 



Designate OGC Attorney to monitor ongoing privacy issues 
Prepare Talking Points ( > 
Prepare Briefings/Speeches ( ) 
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Far Afield: FBI's Post-Sept. 11 'Watch List 1 Mutates, Acquires Life of Its 

Own 

Bureau Gave It to Companies; Now, Out-of-Date Versions Dog Some People Named 

Still Citing the Atta Brothers 
By Ann Davis 

LAS VEGAS — When a patron at the New York-New York casino plugged his 
frequent -player card into a slot machine one day this summer, something strange 
happened: An alert warned the casino's surveillance officials that an associate 
of a suspected terrorist might be on the grounds. 

How did a casino's computer make such a connection? Shortly after Sept. 11, th 
FBI had entrusted a quickly developed watch list to scores of corporations aroun- 
the country. 

Departing from its usual practice of closely guarding such lists, the FBI 
circulated the names of hundreds of people it wanted to question. 
Counterterrorism officials gave the list to car-rental companies. Then FBI field 
agents and other officials circulated it to big banks, travel- reservations 
systems, firms that collect consumer data r as well as casino operators such as 
MGM Mirage, the owner of New York-New York. Additional recipients included 
businesses thought vulnerable to terrorist intrusion, including truckers, 
chemical companies and power-plant operators. It was the largest intelligence- 
sharing experiment the bureau has ever undertaken with the private sector. 

A year later, the list has taken on a life of its own, with multiplying — and 
error-filled -- versions being passed around like bootleg music. Some companies 
fed a version of the list into their own databases and now use it to screen job 
applicants and customers. A water -utilities trade association used the list "in 
lieu of standard background checks, says the New Jersey group's executive 
director. 

The list included many people the FBI didn't suspect but just wanted to talk 
to. Yet a version on SeguRed.com, a South African security -oriented Web site 
that got a copy from a Venezuelan bank's security officer, is headed: "list of 
suspected terrorists sent by the FBI to financial institutions," [The site's 
editor says he may change the heading.) Meanwhile, a supermarket trade group use 
a version of the list to try to check whether terrorists were raising funds 

Copr. ® West 2002 No Claim to Orig. U.S. Govt. Works 
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11/19/02 WSJ Al 

through known shoplifting rings. The trade group won't disclose results. 

The FBI credits the effort, dubbed Project Lookout, with helping it rapidly 
find some people with relevant information in the crisis atmosphere right after 
the terror attacks, MGM Mirage says it has tipped off the FBI at least six times 

since beginning to track hotel and casino guests against the list. 

The FBI and other investigative agencies -- which were criticized after Sept. 
11 for not sharing their information enough -- are exploring new ways to do so, 
including mining corporate data to find suspects or spot suspicious activity, Th- 
Pentagon is developing technology it can use to Bweep up personal data from 
commercial transactions around the world, "Information sharing 1 ' has become a 
buzzword- But one significant step in this direction. Project Lookout, is in man; 
ways a study in how not to share intelligence. 

The watch list shared with companies -- one part of the FBI's massive 
counter terror ism database -- quickly became obsolete as the bureau worked its wa; 
through the names. The FBI's countertencorism division quietly stopped updating 
the list more than a year ago. But it never informed most of the companies that 
had received a copy- FBI headquarters doesn't know who is still using the list 
because officials never kept track of who got it. 

"We have now lost control of that list," says Art Cummings, head of the 
strategic analysis and warning section of the FBI's counterterroriem division. 
,l We shouldn't have had those problems," 

The bureau tried to cut off distribution after less than six weeks, partly fror 
worry that suspects could too easily find out they had been tagged. Another 
concern has been misidentification, especially as multipart Middle Eastern names 
are degraded by typos when faxed and are fed into new databases. 

Then there's the problem of getting off the list. At first the FBI frequently 
removed names of people it had cleared. But issuing updated lists, which the FBI 
once did as often as four times a day, didn't fix the older ones already in 
circulation. Three brothers in Texas named Atta — long since exonerated, and no 
relation to the alleged lead hijacker -- are still trying to chase their names 
off copies of the list posted on Internet sites in at least five countries. 

People who've asked the FBI for help getting off the bootleg lists say they've 
been told the bureau can't do anything to correct outdated lists still floating 
around. The FBI's Mr. Cummings says that "the most we can control is our officii 
dissemination of that list-" Once it left the law-enforcement community, "we hav* 
no jurisdiction to say, 'If you disseminate this further, we will prosecute 
you , H ' 

Despite the problems, Mr. Cummings and other proponents of information- sharing 
say the process should be improved, not abandoned. Software companies are rushint 
to help, trying to make information- sharing easier and more effective. 
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Systems Research & Development in Las Vegas is among those working on ways to 
make exchanging law-enforcement and corporate information a two-way street 
without compromising privacy. "I believe there's probably 10 to 50 companies in 
America that across them touch 80% to 90% of the entire country, says SRD 
founder Jeff Jonas, citing credit-card companies, banks, airlines hotel chains 
and rental -car companies. "There should be a protocol in place that ^^ate 
America could be plugged into that allows them to say, "We'd like to Help, 



says 



But son,e officials at the U.S. Customs Service, the Office of Homeland Secur it 
and the FBI's own Criminal Justice Information Services Division doubt the wisAo 
of circulating watch lists widely, and some say they didn't even know about 
Project Lookout, Civil libertarians worry about enlisting companies to tracK 
innocent people for the government- Many companies say they need to be insulated 
from liability if they're expected to share data on people with the government. 

-It's a tough, tough box to get into. You end up with legitimate concerns abou 
moving into Orwell's ■19B4," 1 says Henry Nocella, an official of Professional 
Security Bureau Ltd. in Hut ley, N- J. , and a former security director at 
Bestfoods. "Yet you know there's a need to collect and analyze information. 

Before Sept. II, the government rarely revealed the names of terrorism suspect 
to companies. The exception was when it had a subpoena for specific information 
the government believed a company had about a person under investigation. But 
after the attacks, counter terror ism officials were concerned that members of 
terrorist cells could have slipped undetected into companies or communities . The 
feared that by the time they figured cut where to direct subpoenas, the suspects 
could get away or even stage another attack- 
Holed up in a -strategic information and operations center" in Washington, a 
small circle of FBI officials decided on Sept- 15, 2001, to put out a broad 
heads-up to state and local police and to trusted companies. -We're not Paying 
games here. This was real life. We wanted as many people as possible to know thi 
is who we wanted to talk to," says Steven Berry, an FBI spokesman. 

Agents cast a wide net that, by its nature, included scores of j^ocent people 
They started by using record searches and interviews to identify -anybody who ha 
contact- with the 19 hijackers, Mr. Curings recalls. Kevin Gitalin chief of the 
terrorist warning unit, decided that car-rental companies and local police shoul. 
be the first outside of the airlines to get the list. One firm that received it. 
Ford Motor Co, 's Hertz unit, says it checked the list against its records and 
told the FBI of any matches, taut then basically let the list lie dormant. 

Trade qroups proved a quick way to spread the word. The FBI gave the list to 
the Transportation Department. It shared the names with the American Trucking 
Associations, which promptly e-mailed the list to nearly 3,000 trucking 
companies. The International Security Management Association, an elite group or 
executives at 350 companies, put the list on a pas sword -protected part of its We 
site, allowing members to scan it in private, members say. 
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On their own, FBI field agents shared the list with some chemical, drug, 
security-guard, gambling and power-plant companies, according to interviews witr, 
companies. The FBI's Mr. Giblin says he hadn't realised how extensively field 
agents distributed Che list. But he says agents have considerable autonomy anG 
are expected Co keep close ties to companies in their area. 

One field agent, Daron Borst of the FBI 1 s Las Vegas office, says, "I do 
remember very distinctly the attitude of the country was, 'Do something. This 
was one way to get out there and develop an intelligence base. The other option 
was to sit in our offices and wait Cor Che phones to ring." 

Mr. Giblin says that by Oct. 23 of 2001 r he had notified police agencies that 
the bureau was no longer looking for the people on the watch list. But he made n 
arrangements to tell businesses- Indeed, Southern Co. didn't receive its list 
until November 2001 r when FBI field agents in Alabama asked the power company to 
"see if any folks on the list . . - had [customer] accounts,™ says a company 
spokeswoman, Laura Varn. The FBI declines to comment on the timing. 

Mr. Giblin says the bureau stressed to recipients that the people named weren' 
all suspects- "This wasn't a blacklist," he says. 

Mark Deuitch landed on the list- A financier from Boone, N.C, he works on 
deals for Middle Eastern investors. On Sept. 11, he was scheduled to begin a 
flight that would take him to Washington -- using a ticket purchased by a Saudi 
business partner. After interviewing Mr-. Deuitch, the FBI removed his name. 

But even now, Mr, Deuitch says, nearly every time he does a Google search of 
the Internet, he finds another version of the list that still has his name on it 
He says he is searched so often at airports that he has curtailed his flying. He 
says it once took him nearly two hours to get a rental car from Budget m 
Florida, Budget Group Inc. had no comment about Mr. Deuitch'e experience except 
to say it gave the FBI historical reservations data right after Sept. 11 and we 
have not been asked in recent months to assist the FBI in this manner. Mr. 
Deuitch says his worst fear is "an unstable person getting hold of the name and 
wanting to take some sort of revenge." 

The initial list also named Asem Atta. Mr. Atta, a Pakistani progratamer who 
once worked for Enron Corp., wasn't hiding. He has his own Web site, which 
proclaims his affection for the rock band Red Hot Chili Peppers, his dislike for 
the color purple and his love of a special hummus recipe. 

The FBI later rernoved Mr. Atta and two brothers from updated versions of the 
watch list. The brothers declined to comment, but Rhonda Atta, the U.S. -born wif 
of one of them, recently called the FBI to complain about several lists that 
still include tta brothers. She cited an Italian Web site and one m Mexico. Ms. 
Atta says an FBI agent in Texas told her it didn't have control over those sites 
and she needed to write the sites a letter. 

At DuPont Co., global security manager William Reiter says he ran the FBI watc 
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list against all 97,000 DuPont employees- He also sent a printout to managers at 
hazardous -chemical plants and asked them to check the names of vendors' 
employees, warning: "If you find anybody, do not confront them. Go to your local 
terrorism task force. 1 ' DuPont saw a few names it had questions about, but none 

turned out to be the people the FBI was interested in. 

The absence of addresses, dates of birth and Social Security numbers for many 
names made some companies fret that the lists were an invitation to misidentify 
people. At Securitas Holdings Inc., a unit of Securitas AB that runs the 
Pinkerton and Burns security -guard businesses. Chairman Don Walker says he 
compared a watch list of about 150 to 175 names against his payrolls once, then 
told the FBI to take it back. 

The few hits he got turned out to be the wrong person. Mr, Walker says he was 
uncomfortable participating in ,l a snitch system 11 based on possibly faulty data. 
"We didn't feel like it was information that was something you could make a 
decision about. You get a name and what are you going to do with it? Are you not 

going to hire anybody with that name?" 

Airline Automation Inc., a Tucson, Aria., company that helps airlines process 
reservations, says that early on, it was receiving four or five versions of the 
list: a day from an airline client. Using a "fax of a fax," staffers Curiously 
pecked names into a database- "Some of the names were so smudged it was difficul 
to see. . . . The 'o's blurred into 'e's," says Frank Arciuolo, an executive vie 
president. The FBI later sent some companies electronic versions. 

Few companies had the skills to detect whether Middle Eastern names had errors 
or to check for common alternative spellings. Airline Automation called in 
Language Analysis Systems Inc., a name -re cognition- bo ft ware firm in Hemdon, Va- 
A list reviewed by the language firm's chief executive. Jack Hermansen, for The 
Wall Street Journal contained a number of first names of Abdul, which Mr. 
Hermansen nays is almost never a complete first name on its own. "The risk is 
that you'll match many, many Abduls. It's like looking for 'Mac' in the Scottish 
phone book," he says. Other entries looked as if they'd been transcribed by an 
optical scanning machine with some mistaken letters. 

By the time the FBI tried to close out its list, at least 50 versions were 
floating around, say people who saw numbered ones. Some companies were asking 
software firms such as Systems Research fc Development how to make better use of 
the lists 5RD, which is financed in part by a venture-capital arm of the Centra. 
Intelligence Agency, has a program called NOHA, r for Non-Obvious Relationship 
Awareness. It mines data to detect hard-to-see links between people, such as use 
of the same residence or phone number. 

MGM Mirage -- which was already using HOR/-, t,o ci-ei^K hotel and casino guests 1 
names against a lot of lists, such as those of people whose assets have been 
frozen -- began using the software with the FBI watch list. This is how Patricia 
Fischer, an MGM surveillance executive, got a computer alert this summer about 
the gambler at the New York-New York casino. She decided the gambler's link to 
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the watch list was too tenuous to pass on to the FBI: The man merely lived in an 
apartment building across the street from someone whose name had once had been o 
the list but had been removed- NORA software had made the link. 

Though MGM'e list is out of date, Alan Feldman, an MGM senior vice president, 
figures that "it's better to have the information than not, on the off chance 
that something might develop from one of the names even though it had been 
removed. ... We don't see the harm in it-" Mr. Feldman says "the beauty of the 
system is that we're getting advance information" such as a hotel reservation an< 
"watch for you to come in." 

The FBI's Mr, Giblin says when he fields tips nowadays from companies that hav< 
the watch list, he tells them it's obsolete. But not all field offices turn down 
such tips. 

There are conflicting views in the government about how far to go in recruiting 
companies as law enforcement's eyes and ears. The Office of Homeland Security 
says it has no plan to share with companies a master list it's compiling that 
consolidates watch lists from various agencies. SRD, meanwhile, is trying to 
interest companies and the FBI in software that would allow them to query one 
another about possible matches without letting them see each other's data. 

If the government does decide to disseminate watch lists in the future, it 
won't face high legal hurdles, says Daniel Ortiz, a law professor at the 
University of Virginia- He says someone who appears wrongly on a watch list coul< 
ask for a correction but couldn't prevent the list's circulation or sue the 
government for damages under current privacy laws. The government just has to be 
careful not to single people out solely on race or ethnicity. 

Businesses face more jeopardy, however. Many industries, such as cable 
companies and banks, operate under special privacy laws preventing them from 
giving customer information to the government without a subpoena. 

Galileo international, which processes millions of air, hotel and car-rental 
reservations, has discussed ways the government might link up to Galileo's 
system. The firm, a unit of Cendant Corp., hasn't gone forward in part because oj 
both privacy and liability concerns, says Paul Quade, a vice president. 

"If the government comes out with an indemnification or firewall or total 
privacy system, we'd be happy to participate in anything that serves homeland 
security," Mr. Quade says. "I don't think anybody's come up with a solution yet 
that we can use to identify dangerous people and at the same time protect real 

people . " 



Question: Should companies be given the names of people the FBI wants to 
interview in its counter- terror ism efforts? Visit WSJ.com/Question" to vote 
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Tough Call 

Enlisting corporations to help terror investigators has benefits and 
pitfalls: 

PROS 

-- Could help find terror suspects more Quickly. 

— Vastly increases information aL law enforcement's disposal. 

-- May help vulnerable companies discover terrorist intruders before 
being attacked. 

CONS 

-- Increases chance of mistreatment or misidentification of innocent 

people . 

-- Liat could fall into terrorists' hands, leading them to assume new 
identities* 

-- Raises fears that government will store corporate data for future, 

nonterror uses. 
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To: TMU, TRANSPORT. Watch 

Date: Tue. Apr 22. 2003 9:18 PM 

Subject: 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret "no-fly" 

list 

ACLU seeks government data regarding secret "no-fly" list 

SAM FRANCISCO (APJ The American Civil Liberties Union sued the FBI and other government agencies 

Tuesday on behalf of two peace activists detained at an airport because their names popped upon a 

secret' 'no-fly" list 

The women were among 339 travelers briefly detained and queslioned at San Francisco International 

Airport during the pasl two years after their names were found in the database, the ACLU said h citing 

government documents. Those travelers ultimately were allowed to continue on their |oumeys. 

"Thousands of passengers are likely being subjected to the same sort of Treatment at airports across The 

country," said Jayashtl Snkantiah, an ACLU attorney. 

The database was created after the Sept. 1 1 terrorist attacks as a way to prevent potential terrorists from 

boarding planes. The Transportahon Security Administration gels names from law enforcement officials 

and gives the lists to airlines to screen passengers 

The ACLU is asking a federal (udga to demand that the TSA. FBI or The Justice Department disclose who 

isonlhelisi. how they got on it and how They can get off iL 

The plaintiffs. Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They 

were stopped in August while checking in for a flight to Boston. 

II was very dislressmg," Gordon said. The two invoked the Freedom of Information Act to demand that 
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no 
files on The two existed, the ACLU said. 

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendei said those 
on the no-fty list pose, or are suspected of posing,, a threat to civil aviation and national security. He added 
that the agency does 'not confirm the presence o( a particular name of an individual on a list." 
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'No Fly N List Is Challenged [n A Lawsuit 
The New York Times 
By Eric Lichiblau 
April 23, 2003 

WASHINGTON, DC - Civil debts advocates demanded today that the federal government explain how 
hundreds of people — some of them vocal critics of the Bush administration — have ended up on a list 
used to stop people suspected of having terrorist links from boarding commercial air flights. 

In a lawsuit filed in San Francisco, the American Civil Liberties Uuioa said government officials had 
improperly withheld information about how people wind up on the "no fly" list, what steps are takea to 
ensure its accuracy and how people who are erroneously detained at airports can get their names off the 
list. "Without even basic information about the no-Hy list or other watch lists/' the lawsuit laid, "die 
public cannot evaluate the government's decision to use such lists." Since the attacks on Sept U, 2001, 
the FBI, and federal transportation officials have generated secret lisb of people suspected of having 
terrorist ties who should be stopped and questioned If they try to board in airplane. 

Law enforcement officials say the policy is a necessary safeguard to prevent the type of security lapses 
that allowed two of the Sept. 11 hijackers to board a plane even thoogh intelligence officials had reason to 
suspect they were terrorists. But the so-called no-fly lists have generated criticism. Many people have 
been mistakenly stopped, while others assert they were on the list in part because of their strong liberal 
politics. In a rcell-publicized incident Last year, some two dozen members ofa group called Peace Action 
of Wisconsin, including a priest, a nun and high school and college students, were detained in Milwaukee 
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en route to a "teach-in ,T and missed their Bight 

Id Sao Francisco, meanwhile, Rebecca Gordon and Janet Adams, two self-described peace activists who 
help run a publication called War Times that has been critical of the administration's terrorism policies, 
were defined on their way to Boston- An American Trans Air employee told them their names appeared 
on a no-fly list, according to the A.CL.U. lawsuit, which includes both women as plaintiffs. Officials 
insisted they were not seeking to single out legitimate political critics. Ms. Adams's name may have been 
similar to that of another person on the no-fly list, they said, Ms. Adams said in an interview that "it 
strains my credulity" to think that her longtime rote as a political advocate did not play a part in the 
incident. "It's bad enough that the government is stopping people in these vast quantities," she said. 

"But (hen to learn that yon can't even Hud out why they did it is just an additional injury." In its lawsuit, 
the civil liberties union said it had documented 339 cases since the Sept. 11 attacks ia which people at San 
Francisco International Airport were stopped and questioned because they were thought to be on the ao~ 
fly list. While the group's investigation has focused on San Francisco because or complaints there, it said 
the situation there offers a window into what is happening at airports around the country, based on 
anecdotal evidence the group has collected. "There T s every reason to believe this is happening at airports 
around the country/' said Jayashri Srikantiah, staff lawyer for the AX.L.tL of Northern California. 

The civil liberties union brought the lawsuit under the Privacy Act and the Freedom oflnformation Act 
after federal officials turned down several months of requests for information on the passenger lists. The 
FBT. told the group in a letter last December that it found ''no records pertinent'' to the no-fly issue. But 
A.CL.U. officials said records from the San Francisco airport showed that the FBI. was contacted about 
many of the airport detentions. Officials at the Transportation Security Administration, named as a 
defendant in the suit, did not return calls seeking comment. Officials at the FBL, also named as a 
defendant, said tbey could not comment because the lawsuit was pending, 

-But a law enforcement official, who would speak only if not named, acknowledged that there was 
confusion in the public about how the no-fly lists were created and executed. The official said the FBI. 
provided intelligence on people suspected of links to terrorism, which was relayed to the transportation 
security agency. Transportation officials then provide airlines and airports with lists of people to look for 
at airports. The security agency "needs to do a better job of explaining what this list is," the official said. 
The official insisted that politics had nothing to do with who makes the list, saying that "people that are 
expressing their constitutional rights of free eipression would not come to the attention of the FBI." 
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ACLU-NC Press Release 

For Immediate Release: 
December 12, 2002 
Press Contact: 
Stella Richardson ACLU-NC, 415-621- 

2493 



ACLU Seeks Government Accountability Regarding 

Federal^No Fly" List 
ACLU Files Request under the Freedom of Information Act and 

Privacy Act 

SAN FRANCISCO - The ACLU of IVorthern California filed requests 
under the Freedom of Information Act (FOIA) and the Privacy Act 
seeking information about the government's "no fly list" and other 
government watch lists today. The requests were filed on behalf otlaD- 
Adams and Rebecca Gordon, who were told by airline agents that their 
names appeared on a w no fly" list at San Francisco International Airport 
(SFO). The requests were. fled with the Transportation Security Agency 
[TSA) H the FBI in Washington D.C, and the FBI in San Francisco. 

"We want Co find out how a person's name gets on government watch 
lists [ike the "no fly" fist, and how a person can get thefr name off such 
lists/' said Jayashri Srikantiah, staff attorney with the ACLU of Northern 
California, "There should be public accountability as to government 
watch lists like the "no fly" list." 

The requests afso seek information on the number of names on the "no 
fly" list or other government watch lists, the number of times that 
individuals were incorrectly identified as being on such fists at SFO and 
other airports across the country, and whether individuals are targeted 
for such lists based on First Amendment activity. 

On November 14, 2002, the ACLU-NC sent a request to SFO under the 
California Public Records Act asking for documents relating to the SFO 
incident involving Jan Adams and Rebecca Gordon. SFO responded by 
prc.vidiTi^ tiocu mentation confirming the existence of a "no-fly" list, and 
dj.-.o con , .Wninrj that Ms. Adams' and Ms, Gordons 1 names were checked 
against a master "FBI list/' 

Jan Adams and Rebecca Gordon were stopped at SFO on August 7, 2002 
when they checked in for an American Trans Air (ATA) flight to Boston 
via Chicago. The ATA agents who checked them in told them that their 



http://www, aclunc.org/pressrel/02i2i2-nofiy.htrnl 
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names appeared on a u no fly" list. San Francisco police arrived and 
Informed Ms. Adams and Ms. Gordon that the police would have to check 
whether their names appeared on a "master list" Although they were 
eventually allowed to fly, their boarding passes were marked with a red 
"5," which subjected them to additional searches at SFO* 

Download the following Freedom of Information Act and Privacy Act 
request fetters by clicking on the links. Jan Adams; FBI fSan_Fr a ncsiCQ) , 
f^LtWashinotori, d q ( Transportation .Security. Administ ration. Rebecca 
Gordon: FBLiSan Francsic ol. FB{ ( Washi ngto n. DC) , Tra nsQQft atLQQ 
Security Administra tion. For more information about their story go to 
httc ^y/www ,aclu nc .org/ 91 l/hac klash/ 

### 



The Amahcan C+vi I Liberties Union of Northern California 

1663 Mission Street Suite 4£0 r San Francisco, CAM103 

(415)621-2493 
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November 22, 2002 



M^sv.flyjIcLCO'n 



American Civil Liberties Union 
Foundation ofNorthan California 
1663 Mission Street, Suite 460 
SanFraicisco.CA £4103 

Men: Jayashri SnkuttUh 

Re- P^bL;c Records Ace Rec.uesL Doted November 14, 2002 
Yom Clients: Rebecca A, Gordon; Janet A- Adam* 
Dale of Incident: August 7, 2002 

Dear Ms. Srikandah: 

This is in response ta your Public Records Act Request dated November U, 
20Q2. received in my office on November IS, 20Q2. 

1 enclose copies of all responsive documents you requested whicb art under 
vhe custody of the San Francisco International Airport and which are a matter of 
public record: 

L Calls for Service Report; Call ID: 02000060761 for 8/7/02 event; 

2 Event Oie^bgy for E*=nt Number: PO2OO0QSO7G 1 Jbr S/7/02 event; 
3. Unit Information for 8/7/02 event. 

Your reouesT for "protocol* that were followed or consulted in «l«ioino ^ 
August 7 incident" contains sensitive, security information that is coined under Oie 
provis-ons of 49 CFR Part 1520 and request for such ; protocols mu^ be dJjccted to the 
Under Secretary of Transporuuor. far Security, Washington, DC il»*u. 

As you requeued in your letter, I am ptGviding copies of these documents to 
yi>«r office at no dup!ica:ing cost. 



V ery truly vouts. 




John 

Airport Director 
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Printed". November 1 B h 2002 
Calls For Service Report Call ID: 020OQQS07S1 


1. Agency 

SFPO 


2. Person Received 


3. DitciTime R»«fve<J 

nwnnzQz 

*. Tune Dispatched 
22: IS 


5, Timi Anwed 

12.21 

6. Tim* Complete 

33.36 


/ . use ■ 


8. Mature Of incident 


SUSP PERSON 


3, Location Of 
Incident 


200. U CA 


10. Victim or Caller 
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11 , Classification 




12. How Received 


13. Disposition 
NO MEKJT 


U, Officnr 


IS. Date Submitted 
0W20Q2 



Notes: 2 PSGR ON NO FLV LIST. AWARE PD IS RESP & COOP MTF I* &EBBECA AU.1&ON GORDON WFaDOB 
M^JZAyZllOBRNGftYSlfT.GRYfWTa-lAVETAWiaiAADAMSWFAlWBOT-OWJS'iOJJJWHT 

ALL GREY CORRECTION OH CLOTHING StJQJ ONE? PURPLE TOP & JEANS ** Recommended \ita*& ADM 
ADM RICHARDSON COPY N4J2JW4 WFA,. -2ND NWB3209 DOTH SVBJ NEC ON FBI LIST 
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Event Number PO2O0Q060761 



gygnf Chronology 
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niWiJfiZ 
tHJQwm 

HVil7Jlf2 

'Willi Nil 

*lQ,'T|7<ia 



n*1iqn7 
painta'* 

pjlLlVrf 
[BjlTim* 

imininjlS 

pQWllOnJ 



nous 

710202 



C-IaTT* U30,rxm: NUMD^W AH»MTDl) W^^S,^^™^^^ 
u^t r 1 ' —J ADOWa [AfAj PJlOtfls™«BEi£_^J 

HtfISATDeO.2 «GH ON NO FLY W. A^AftE F0 f$ TtFSF A COOP 

MIT 
UfJirinaoCDISFAjCHCD 

ukr«WJCENROi/Tti> 

mSSkIh^^^^^aadaws «fa dob «***' ™ !«*HrAUGJiCT 

UWTC GB*1 C Al*BM ACTIVATED 

l^fT ^PX|C L CJUtTACrE) Cun*™*l- Aiuml'inm EiLc nflf* A 

UrTl6lH0C.ATtWtf> 

Ur*lT 4WLC ABJllvFn 

ki*iaiU; Ajram roth suar h£G om fbi list 

UJJ[T5r*OC*VALl_U*LC twM , 

n-Jplltfi Uroup. 1AU] tT*. (*| K« rfWlpl'F.nw'j Up*. [l^WOq PwnBy MB*ST [»*] 

Ifwirr: [11 
tvijrfrn.osi7n.ny|»ui«i.c»e=[HOM] 
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DP 
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ER 
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CU 
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AR 
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av 
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□P 
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EP 




rin*ic 
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GBflJU 


cu 
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AIL 




ftHitC 
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mini in 15 



2M Tttl UjkTATC; &*Ta TC 
20GTBL LiATAlCffiATATC 
2M TBI L3.ATATC: §ATA TC 
300 TBI L2>TATD@ATATC 
3Q0 TBI UATATCgATA TC 

BJtlTBl LWTATC@aTATC 
200TH1 U^TATO ®ATA TC 
JOD TBI L3ATATO ©ATA Tf 
KWTBl LJ,*TATC:@A"fATC 
ZUO TBI U.ATA1C CgATA TC 
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Calendar Local peace activist may be on FBI list 

by Terjt Ungetend 



Music 



Film 



Sill Su/zman has protested nonviolentfy agarnst U.S. military policy for 
more (hart 30 years. That, he discovered last weak. apparenHy makes 

l-J_ *. -i^.ww-^.^1- :_ ■*__ .in. 



Food h ' m a " (errocr|5l_ in ( h eeyesoflhs government. 



Web Extras 
Classifieds 

Personals 



Now, Sulzman, a veteran Colorado Springs peace activist, is concerned 
that he and others will be subjected to PQ\ surveillance under new rules 
that allow the agency lo spy on domestic groups and tndrviduals 
suspected of terrorism 



Last Thursday. May 22. Sulzman was arrested while participating Ira a 
Contactus P° |ll ' cal P^iesia[(JiaU.S Air Force Academy. Between I5and20 

— activists demonstrated against the policies of U.S. Secretary ctfUefense 

N^S&anH Donald Rumsfeld, who was speaking at the Academys graduation - ~ 
— — "?"""* ceremony. 



r.™ wm Astrology 



wSto 



er 



El Paso County sheriffs deputies broke up me demonstration at the 
request ol Academy officials, who maintain the protesters ware on 
Academy property without permission. Four protesters refused to leave. 
Home arguing (hat they were standing in the pubric right-of-way. The four, who 
included Sulzman, Peter Sprunger-Froese, Mary Epnjnger-Froese and 
Mary Sheetz. were arrested for trespassing 

Former priest and soldier 

Whpra ihe (our were being held, deputies ran a routine criminal 
background check on each ofthem. That's when bo^ Sulzman and 
Mary Spfunger-Fraese who were in separate squad cars soy they heard 
something over ihe police radio: Sulirnan. a voice said, was listed by the 
FBI as belonging to e 'terrorist organization/ 

T,^c:i S^znian ...,as hald for about 30 monies longer than the rest, all 
four activists eventually received court summonsas and were released. 



ALL iNfaKICH SOrMED 
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Still. Sulzman says he wants to know why he's irsted as a terrorist A 
former soldier and Catholic priest, Sulzman estimates he's beer 

arrested more than 20 Times in Ihe last 30 years, but always for non- 
violent protests, including various ads of civil disobedience. 

So far, he's been unafite to get answers from the sheriffs office or the 
FBI. The agencies also didn't offer The independent much information. 

A spokeswoman for the sheriffs office, LL Melissa Hartman. said Sho 
couldn't divulge what information the FBI provided on Sulzman, saying it 
would be "privileged criminal-justice information." 

Ann Aranacio, a spokeswoman for The FBI's Denver office, refused to 
comment specifically on Sulzman's case, citing privacy concerns. 

Propensity to violate laws 

However. Atanaoo hypothesized Thai someone might be included on an 
FBI list of potentiar terrorists for "any number of things." and that such 
lists could delude "persons who have propensity to violate laws at 
sensitive national security installations." 

That wouW fit 5u(zman, who has often been arrested for nonvioient 
actions at military bases, 

A spokesman at FBI's national haadquane/s. meanwhife, said the 
agency "absolutely- does not maintain lists on peaceful protesters. 

"The daiaoases we have are on known violent [people] or [hose who 
have a propensity for violence, or who have threaded with violence in 
some way in the past," sa.'d the spokesman. Paul Bresson, There's no 
■peaceful demonstration list* anywhere within any FBI files,' 

Bresson also said he couldn't discuss Sulzman's case in specific. 

Sulzman says he's determined lo get to the bottom of the matter. Like 
many ether political activists, he was concerned to team last week that 
the FBI. in the wake of intelligence failures priorio Sept 11 ties 
received broad new powers to spy on domestic groups end'ind vidua Is. 

The FBI has said the new powers will only be used against suspected 
terrorists Bui that no longer reassures Sulzman. 

That Im labeled a terrorist' means a Jot of people are labeled 
terrorists, " Sulzman said, 

Tufg Langefond 
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• Gay Discharges on the Ris* More gays booted frnm Fort 
Carson by Tend Langeiand /Q5-3Q-OZJ 

• Titketto Ride SmaJi transit businesses squeezed by rising 
insurance rates by Terje Langsrantf (OS-ZQ-Q?.) 
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Grounded , 

U«ld»i uf i.mft people Poace aC n^ts and m\ libc.tar.am 
faarihe/i^«niT, 



By Dive UndorfT 

»ip«t jociaiiy, tat wen w, «he*« ™to.r«.«d»id ^tioytd. 

slit bed boon ciagled out. 
dme totalis m you ibaui it," 

flying or delayed * *«uriiy E -lrs became they at "on a Lcfit, 

Z fir* dJfc.4, s^uu^ h» i IU *f ^ ^P^^^S^L^Sha 
naia- and not aUowcJ „.j -«[*« ™ri« «y circ-m!*™. And n m '^1 1 « i_? 

tubjf ns Ihrm in ulrfcl rfiiitmy but allow* them «> fly 

"We b» e a fee i.r-l«,ir 1,000 people" .-id IMvtf Etoi B m^, the TSA. <P»^'"" ^l"*™* 

*h= FBI, CIA *nd MS.,, We dent a* hew ih<y decided wii*i F*h igMcy *«m« on ii- 
ohM w/lio is 4 'Uucai to avuiUon." 
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The agensy to no guideluv* <i> dcfcnuEr* who wis en *e list. Sie^tim aayj. and no 
pr^cdwa6l0fe*"i |l B urr,hclisiifsomR,naiI!wroDsfUllyon,L 

Mcwrtui*. upon mmity pMiuici. «*«6 '"* * ai ire P™ 1 ^ ^»««2 *"* 
npur to be on wtinc frfcciiiti and duck-in eoraptiier*, s«m (ul-es nc*mg a**>>j*?^ 
cldnly nuns, Gr«nP^iy campaign operate. i e ft--ta S jm.™liitt. nfib>™i> «cuv B is aoJ 

people, affUiued wtti At»1i or Aiah -American ffwip*. 



rf : . - - , ^S^Kiiket aooniriMilws.iVwiiTd an achmt with Peace Aciioii^wcU-known 

-iSS^W B«>»p f ™ "n P H from b^ardm* a fligh* tot tpri,^foW«|jnetoB, *h«B 

■ ' iMQ*as. miliary aid uil.^rolcmto 

and soma of us were token ■* another" f oom find questioned by airport s^unty pOTonneiaiw 
".-. . local iherifft dffpiL&r*;" *ay* Ijwinc^ 

M dint incite, an airily employee with MiJ««t Ait »d i *ir»l *l«rift *^ * J*°J^ b ™ 
callid m during <h* iyr.ldm io help Miport Miity personnel tkismk and quotion (he group, ulcl 
same oEtto dui iW»- ^a wcr* "ona lisi," and ihat il«* ™« bcuic ^P^*™ if L™^i 
bsmic^nsf^iiliKTransp^arionSecum^ 

lHiiljfst^^^Lr,a "threat to aviation" l"* 1 - 

. Last month, Rebecrj fiunjoa and fin Adams, wo journalists ™Mi a Sw FrancisCO-boged 

mdwaimawiinc c*H«l WdOimej wen dapped at ** checks «*^£^J t ™?Si ■> 

where fe£3&£ clerk told Ibrm that hitf contpuier *&**'** th^"*^BBB!8i**JW» 

The airii^ ciilleA the FBI, and local police held tb=m for * iridic before teLungthem there had 

b«n a rixrte mi that ihcy »er* &*e to &>■ Th= ^ iruilc Llieir plane, lint not b*fora the 

wmiWHifcritanlpUMdal^Sl^ 

etose scmliny al the boarding "art 

. Andeah^IV.fcStubcr.whQiwKflllHiNadert^^ 

Carolina iii 'OHO was haired Lm monih from gening on * n; e lu io TIamhurfr Gcnuny ( *h«re 

hf « S ui [ie otkbiaintis. att« he goi en e iired in a buJ. ii™h n^endly, discwsion _w.fli i* 

Nh C rti^en E nsina«eunLvhne.Du^B Thscouri ' :,>ril,c<icbjl£ ' hcah011lBdlhlC Qe ^ S ' 
Bii^li is ^ dumb as aroek," an unfortuTQie coiflmcnl n*t l > J ovoliCd Ihc Kaloijh-DuTtUJil Airpofl 
wsmiry staff to taH ac local Secf« SHviMburcnii, *hJch *™t out (wo agMitfi w mi™^ 
Siubo-. 
^ "tt, cv took me niio i room md quKiiori=J i-»e ji" aboui tny politici.' 1 a'tuber recaUs. ^They wktc 

■-'*■ vcryUpimOrwPajtypflHdct.iiw-Tl^fin^rmtcihimfind^id^^ . 

ParticnlBriy ominous, he nys, u-i» « lo^tt^nii^crheldbyfto^iW^^fiW^lK if ^ 
op^:' itetvo^e,uiiy were qu**ii<we [WlduerBcUyloflkadat^J^^^s^^M 
organiaatitint, inid I wis jbk ly .e^enirc iht Crccn Forty. GrceDpeat^PWa^^^ 1 * T ™ C ^S' 
IiStemttidMl"S^berwasiwnilHallyTCWB«lbutbttftuseh^ 
aJmoail2 l 0O0niwef^r4trnlUf*^ticl^*aH^bveMihaehe*vuldnoeniiwW^tfin^ 

«^a^menLlhLheM.a>nw=YH.£rKrh7WSJav«^ 

fpnnrt he * di biird from bonding any flight, and hwt lo turn in hii TirVfl and cancel his 

hu>iriQitiip. 
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• ' S, dmacnod, *-c check it qui,"' Asked ^..it Lhe lift of orsMizanon* observe by ? 1 ** ™. 

lent Service source *>«ul**J ** ■ *■* *1W*"« *fe* » « * ^T^£? 

■JSr, ■■ : nf its security responsibility. 

^ ' AddUowl evident £UK getfs *« 0*»>kr. S^bcr and oihar IMuv ■«*«* «^T 

« a threat to nation, chough pcriup* ^ a different prode. A top officii fcr *= W ; F^ « 
oldto conservative &rcmp led by »nii-r«i™iat icon MiyUte Schley, s«d *™[ of the P° J P * 
membra have been delayed -L wi.riiy checkpoints for so long ibtt rhey iniJScd their totf^ 
AwQcdit^toPixCtaTi*i r *C*tlw1ispe^qF^ 

UoneQiinKBTeliaioiBB- ■ ^» barred from wttingbaet on * plane uiathadstopp«J iri 

Icstairi, reportedly b,,nl ,<* inform ahon supplied ffi IkImhI.i - uwtoms by US. aphonias. l« 
ptnon *'« repdrterfly permitted lo lly onward on a laier ni & lu 

Hussein Itish, commu^tinn* director of the America* Awb ABii-Discoinu»tioci Corirfiiuee, 
tin his group h** ducumcnied over 3U casK -- iwJOlviiiB ?M jicnjilc - id wtaeh &«s ^ 
Anbieii*m«tam*b«ftddayrftftta 
ippetfUm^lve people who Jim a* poliiicd^ 

ttiC&raJilttraiifortuii^ 
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1 V Umil S^gman'i confirmation at tJtf no-fly l«l. <hr piwuiincnt bad never odmiaed li« ^ «»™ e 

^: winlpFBIjpDkHmafiPjulHressDnconr.nned^M^e^f the list QtonakuiheaAaiiiius 

h~. Immigration and Naturalization Service d^iin^ ui commcn" mid referred inquiries bar* m tl* 

TS/l Dctrila of taov it was assembled *nd 1"'-' it is hdn* used by to f*ovmnflit, airport and 

airlines arc largely Iwpt seem. 



A security officer dt Uniwd AJrliws, speaking' cendmonof anonymity, confirmed thflt tlw 
airline* receive no-fly "«* from the T™sp*«tJHinn Sccumv AdmioiitraUott bin declined farther 
canunwl. Hyinff it was a «curiry mailer. A USAir spokeswoman. tafw*vtr h declined <" 
comment, sayingi*!* the lirtirE^ rinujily iclationahip v/ith ihe federal traniil agciir.y wa* a 
^Bcunty matter and tbai rir^^u^irjg n could "jcoparOjie passenger ttfevy." 

SiHBnan^cLn^iosaywhi^touttthBiW'flyliiUbttthftconcedftl*^ 
inibec, Gordon, Adam? *n<! n^lmusky *«= not "threats lo aviation," because Ui«y wnc being 
allowed iq ny jflcr br,- £ IntornBitcd end senrchtfl. But then, in a ByMntinc L^u-t be railed tb& 
possibility ihiL fcb= s^niHty leency might have nwre ihin one lisi, "I ch«Val wiLhour steunty 
people," he wiiJ, "mid thev Mid there u no [sacandl till." he said. "Orpine thw wuld mean 
one of i*o liiiiigt. Fitlicrlherc u do Kcondlirt, or there is i luuud lb«yv= not goms to tolk 
«b(tui t[ fui security reuon)/ 

m fid, uiest of those *ho have &«ti stopped fiom ponding flijjjns G"kfi , U*inS cr > Slub«, 
Qstdon Jud Adania) ^cre oble io Dy larsr. Obvioutl>, If il^TSA ihoucht someone *^e i 
etnjine "ihicol to oviotion" like thoK on tin? l H 0O0-o wic no-fly 1l«. they would simply be 



. ■: 



HBI00094 



§■'■■ • 

fe . ■ b=W fr*m flvinfi. So does U» a&ency havr mu, * than one List perhapi - one to pfflmte *to are 

toully Wed from flying and *noih« forpeuiile whe wc pimply harassed awl delayed! 



ni."i 
. L '- 



I:: 



f J ' l' . 



£g on ttie list. 












* ■ 



£3? 



i i r 
■ i 



Asfc*] *hy the TSA would be barring *l4-ywit-uU mm from flying, Steipnan saidi H I don't 
know, Ymi cauld get on the list if you were arrested for a federal faionyV 1 

Si=i« Uwiiiecr says she wo* arrested only one*, hu.lt in llic 1SHU, for fiininfl down ^ refusing 
lolmve toe district office of a local eonjjressttuTi. And even then, She tiyi^wisi*™' 
officially enarged or fine d. But another pra*i who w« ia the Peace Action ddeffdiuuthalday. 
Judilli Williams, iaya she was arrested ami ^ict* three days in jail for a praiesr »I tfie White 
Hu^cbacfcinimfnthatprote^WillHnisa^^^ 

White House perimeter Tcncc and icjtfc.M baby doLLa around ihe Ja*o to piofcst The bombing ot 
ton. She says that "he charge from "tai ibidem waa a misdemeanor, ^i infraction thai vvoutd not 
Ttcraenoudl to flsiablidi her "sulljicatto aviation. 

Inevitably auch quartans about hu- u-w gets on e Kcdef a] transit lln crates .austioda- about 
how to gtf oftit. Il is a eUssir - Hid Uimervwe. - Catch 22: Because ihc T^nortaqon S«unly 
Administjition says ii compile* die list from names provided by othei a e cj»eie*. it haioo 
procedure for coneetins ' imiWeiiL Asgncvcd portien would have tu #> to tfie agency that first 
jeponed their name, 1«it fw security reasons, the ISA won't disritK* ftlrichagency pin someone 



^ Boston, The FBI iputespenwn, would not explain the criieria for ctauifyiiig someone, as a threat 

to aviation, but m^t*** f!lir flicTa wno believe rh^x- on (he litf impiaperly should "report to 
^n30^aeaMlyajKlrticyahouldbcabletoeont^iheTSAciiLwi,j£(ititcleajcdap/Ho 

concedes LhaL riii&l« mcanrnmcil flights or other inewifljLein*«. His eKplanfllinB:"Aitline 
secunly tin ^utTeri very complicated." 

Vy ' Many ciitita ufilx <ccuiity acenc/a methods accept the iukl for hnghtcned oir socurity, but 

rwnaiii ttoul-M hy ihc more KjfltQ-eiqiic uaitc of the sy^ci.i W^tcn, at the Ea^la tNvm, 
woniKs lW die government has offend no explanation fui W a "throat to avioiion" is 
ritrieniitued. "Miybe the people b«flfj topped are alreaJy ljcinaptotilcd,'' iha says, "If they're 
profiling people, what kind of thinst are th=y lonlj.ii ft rr .r* Whether you fit in ra your 
netehborhaod'- J " 

"I agicc that the government Aotild be keeping knu*n 'Mh-cbh io aviation' off of plan«>" fcish 
lays, M I ccrtmnly don't w*nt iho«e people on my plane! But there has to be procedure for 

appealing thi:;. and there isn't. There arenn ^fe^uids and there n no rectnirfit" 

Meanwhile* nobody in the federal govemmenT hwi cijilajucd why ao muiv law rtWingbut 
moatly letl-lsintnc political acdwists and aotiuar icti^ists art being harassed at check-in time at 
airports, "Thu all raisea serious concerns stfuwi wlieihcr the govemment ho: made a decision us 
target Americans bated on Uidrpulit»>l l«licfa F N uys Katie Corngan, an ACT-U official Th? 
ACLU hxs set up aNo Fly Livl O^nplaint Form o-n ita \Veb_als, 

One panicular conemi hIkmii the government's thrcot to aviation list and any QThFrpn**ibl$ lials 
of people to btf uibj^iiH t<i c^tia security investigation it aitpoxTa is that oan?*tf »*= being ntadc 
1 ' available lo ptndei coinpania - the niriines and Uroon juthorities - chBrpnl wifli alcrtins 

s(rLiri;ty ^irtrsoLincl, Unlike most oUier Jaw enforcement watch !i*i>, Uiesc lists arc not bcine 

i- 
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FB100099 



From: 

Sent: 

To: 

Cc; 

Subject: 



b7C 



HnnH aw J..b9Q ?nrc>:vas»PM 



No Fly Lsl r^_ 




Thanks. 
Lastly, 



HRE! 



b7C 







b2 

DO 

b7C 



FBI00100 



From: 
Sent: 
Tot 
Cc: 

Subject: 



b7C 



Monday. August 05. 2002 7:25 PM_ 



No Fly Name & Frozen Money 



b7C 



This is (he best info t have at the present time 



blC 



SSfl[ 



tax 



Civil Aviation Security Program, Room 1 1 795 
Domestic Terrorism C0kmlerterrori5.nl Planning Section 

rnirntaftermrtam Dimsion 



02 

b^C 



Are other ohices reporting similar issues? 



Just wondering if you had any advice... 
Than* , 



blC 



HmiiWtillfiSSIFi 




r 'AtHEU / / 



s-/m 
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From: 

Sent: 

To: 

Cc: 

Subject; 



b7C 



Tn&sdav^lurv 23. 2002 1 :03 PM 



Ke:No-HyLisI 



ML MORMAflON CONTAINED 
DAT E YWCSb t TfCM 




0J-/7? 




hlC 



I agree with your assessment of the needs, the rationale* the assistance OGC Can provide, and hearing froro[ 



[as to his perceptions and **^ tn wnfa <* ennfam «"m» of whai ujb Hi^n iccflfi >,«tPfrfgu j rf he provides No that « at 
odds with my understanding oE 



□o 



Thanks again. 



□ 7C 



D3 



» r F /23/02 10:51:02 AM »> r 

[ would also add that QGCcan help In the first category, establishing errterta inasmuch as wa can, nd 



•.->r 



Su ggestion 



□ 



b7C 



»> 



|07/23/02 10:16AM >» 

|etat j This is to confirm our understanding h OGC of yesterday's meeting. We all recognize the needs: 



b5 
b7C 
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From: 

Sent: b7C 

To: 

Cc: 

Subject: 



WprfMMtav .hmfl 19 2002 7;15PM 



TS& USA PATRIOT Act Sec. 1009? 



b2 
b5 
b7C 
b7E 



| J bay this is getting a bil complicated Ofcourse.lshmildhave ^o^ nai som^e in die FBI w» fcllov^ uw ii^lemcnlarion 
requirements of various parts of all this legislation, and usually I will end up wifli aviation^ta^*i^ lite "hiSn but tBllhislmic. 
So, noi only is Congress wanting an update, but mw DOJ is (racking it loo. Just gets worse, doe&nl itf 



Thanks ) "| 



E 



b7C 



19/02 9:55:49 AM »> 



WmayTCTlhat bact in November the FBI made a report to the AG on implemenladfln responsibility for various parts of 
U Par™. Act IRD designated then-DAD Frank Saucr as the POC/ucket-halder for Section 1009. DO J (OLP-|~__ 



the USA Patriot Act IRD designated then-DAD 



Js now calling for an update on implementation status (report was dues to Congress months ago). Now that Franks moved 



from IRD, can you advise who has this ticket'? 



ISection 1009 requires the FBI to study and report to Congress an The feasibility of providing lo the airlines 
' ~c >_,..-* -t,\^-. *> ra ...ert^rr-H nf E^rrnricE arriving hv federal law enforcement officials.. So IVealsO 



bl: 



| Section 1009 requires the FBI to study and report to Congress an TK teasioiuty or piovioing io me airiuiw 
computed foe rames of passengers who are suspected of terrorist activities by federal law enforcement officials.. So JVe ako 
addressed ifcus to you on the chance thai in pursuit of your other info-sharing efforts you might have picked this up??? 



via 



Re: Overdue 

Patriot Act /equlf- 



ALL litfOR 

HERfJ 

DAI£ 




L'^TjM 



C#fto3-/77f 



FBI00103 



From: 
Sent: 

Cc: ^ 

Subject: 



ThMnafav .MmM ?00?q-4?AM 



Re: B E : U5A PA T RIO T Act Sec. <«9 ' r 



yes. I think so re coordinating and wHr| [as POC, 



b7C 



I h as I nriaii 
TKetjIS andt 



jEiaiiw s>atgfi ith mjf my draft letter is accurate, but should be coordinated/reviewed by others, which looks 



!! 



[ [■ If you want to meet on the response I drafted and/or for ua to gain a common understanding of the legislative intent 

eic, just let me know. Obviously. I could be oft base because I responded only based an my own observations of the 
current situation and what I know or think I know to be happening in other Bureau entities. 



Thanks to all J 



blC 



» 



* 



>» 



Thank^ 



this. 



>» 



^6/20/02 9:24:14 AM 
From The threads on this message, sounds like CJIS and^ 

( J6/2Q/02 09:14AM 



Jwill want to get together on 



■»> 



jusl talked i d l and we agree that he is best svitedjgjake over this re sponsibili ty for now, if duties evolve into 

something else, then we may have to reassign later, for now j \ s the man. ext 



b7C 



DlC 



Fron l I 

Se nt: Wednesday. June 19. 2002 9=55 AM 



& 



yubjBcL USA WHTUl Acl^ec 1U0U7 



. you may recall that back In November the FBI made a report to the AG on 
irnpTementatron responsibilities For various parte of Hie USA Patriot Act IRD 
designated thervDAD F^ f fr Sauer as the POCfticfcet-holder tor Section 1009. 
DOJ fOLP' a' l ianow calling for an update on 

implementation status (report was duos to Congress months ago). Now that 
Frank's moved from IRD, can you advise who has this ticket? 



Section 1009 requires the FBI to study and report to 
Congress on the feasibility of providing to the airlines "via computer' the 
names ot passengers who are suspected of terror! at activities by federal law 
enforcement officials. . So IVe also addressed frisloyou on the chance that 
in pursuit of your other info-sharing efforts you rrigMhave picked this upTT? 
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FEDERAL BUREAU OF INVESTIGATION 



Precedence i ROUTINE 

To: Criminal Investigative 



Date: OS/23/2002 



Attn: VCMOS 

SC Gerald L. Buten 
HT/TOJ 

uel I 






Counter Terrorism 



Attn 



b7C 



From: Office of the General Counsel 
Contact : 



□T/CPS 
SC Tom Carey 

SEMU 

SSA 

itos-i 

SC 
SC 



n 

Andrew Arena 
Charles Frahm 



ext 



Approved By? Steele Charles M. 



Drafted By: 
Ca*e ID #: 



(Pending) 




/77f 



to 



b2 



Title: CRIMES INVOLVING CIVIL AVIATION; 
FBI INVESTIGATIVE JURISDICTION 



Synopsis: To provide a legal opinion from the Office of the 
General Counsel (OGC) concerning the jurisdictional relationship 
between the FBI and the Transportation Security Administration. 

Administrative^ This document is a privileged FBI attorney 
communication and may not be disseminated outside the FBI without 
OGC approval. Also, to read the footnotes in this document, it 
may be required to download and print the document in 
WordPerfect . 



Details t 



b5 
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To: Criminal Invest : igative From: Office of the General Counsel 

Re i I I G8/23/2Q02 

hi 



(1) Carrying out the provisions in Chapter 449 of Title 
49 of the U.S. Code, relating to civil aviation security, and 
related research and development activities; 

(2) Airport screening operations; and 

(3) Receiving , assessing, and distributing intelligence 
information related to transport: at ion security- 
Chapter 449 of Title 49, entitled "Security," addresses 

all aspects of aviation security, including: screening passengers 
and cargo; receiving and evaluating threats to aviation; research 
and development of modern security systems and facilities; and 
regulation of security of foreign carriers and foreign airports 
that serve passengers bound for the U,S. 

In addition, ATSA grants the Under Secretary permissive 
(as opposed to mandatory) authority to designate federal law 
enforcement officers (LEOsJ and empowers these LEOs to exercise 
standard law enforcement powers when engaged in "official duties 
of the Administration as required to fulfill the responsibilities 
under [AT3A] ," These powers include authority to carry firearms r 
make arrests without warrant for any federal offense committed in 
their presence or for which they have probable cause, and seek 
and execute federal warrants for arrest or search and seizure of 
evidence, ATSA also requires the Under Secretary to provide 
guidelines by which to exercise these law enforcement powers in 
consultation with the Attorney General. The proposed guidelines 
have been submitted to the Department of Justice for review. 

Finally, ATSA continues the Federal Air Marshal (FAM) 
program (formerly part of the Federal Aviation Administration) by 
authorising the TSA to deploy FAMs aboard aircraft for what are 
clearly reactive law enforcement functions. 

FBI Statutory Authority 

The FBI's general enabling statute, 28 U-S.C % 533, 
grants the agency the authority to investigate any violation of 
the criminal laws of the United States. As noted previously, 28 
U.S.C S 538 specifically empowers the FBI to investigate the 
primary crimes-aboard-aircraf t violations in Title 49, which are 
set forth in Chapter 465, entitled: "Special Aircraft 
Jurisdiction of the United States." These include Section 46502, 
Aircraft piracy; Section 46504, Interference with flight crew 
members and attendants; Section 46505, Carrying a weapon or 
explosive on an aircraft; Section 46505 which lists a variety of 
common law crimes (e.g., murder, robbery) committed within the 



FBJ00LG6 



TO: 
Re: 



rHminaT Threat igai-ive From: QEfice of the General Counsel 



08/23/2002 



b2 



toe the TSA to serve as a "liaison 11 to law enforcement 
communities (Section 101(f) (5) J? the use of information from 
other agencies to identify passengers who may be a threat to 
civil aviation and the requirement to notify appropriate law 
enforcement agencies upon identifying such an individual (Section 
101(h) [3M; and the mandate to enter into memoranda of 
understanding with other agencies for infortoat ion- sharing 
purposes (Section 101(h)(1)). 
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&£Sb 




From the Desk Of: 



supervisory Special Agent 



Dale: 04/09/03 



blC 



TO: 


L 


tiaation flK (Vffl I 


FROM: 




SUBJECT: 


ACLU - No H?/Seteclee List Request 


ENCLOSURES: 


Copies of SS A 


[Documentation re Above 








b7C 



As promised, enclosed are photocopies of all records both myself and SSA 

had (filed) in our desks re the above. SSA] ~]and as you can see, kept 



many notes on this topic. 

If you need anything else, please don h l hesitate to email or call 
Please note that this information is law enforcement sensitive. 



ALt INFORMATION CONTAINED . / 

HEREIR IS UNCLASSIFIED , \ I 

CAtf 03- [009 



b2 
b7C 



Civil A viaaon Security Program 

Special Evens* Management Vail, RoomlI795 

Domestic Terroritm Coimterterrarism Planning Section 

CounrentrrorisRi Division, FBI Headquarters, Washington, DC 20SS5 
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